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Executive Summary

Securing Medical Data in Smart Patient-Centric Healthcare Systems (SERUMS) is a research project
supported by the European Commission (EC) under the Horizon 2020 program. This document is the
first deliverable of Work Package 6: “Integration and Testing”. The leader of this work package is
USTAN, with involvement from ZMC, Accenture, IBM ISRAEL, SOPRA STERIA, UCL, SCCH,
UCY, FCRB.

The purpose of this work package is to integrate the Serums technologies into a coherent Smart
Health Centre system that will be used as a central access point to the different techniques developed
over the course of the project.

We will develop a front end for the Smart Health Centre system which takes into account different
perspectives from which the data can be accessed, e.g. patient, specialist, insurer and administration
(T6.1). We will then integrate smart patient records, data analytics mechanisms, secure and privacy-
preserving communication infrastructure and authentication mechanisms from WP2, WP3, WP4 and
WPS5 into this system (T6.2). Over the course of the integration, we will test the interoperability of the
Serums technologies on synthetic data that is produced by the data fabrication mechanisms from WP4
(T6.3). We will identify any interoperability issues and produce guidelines on how to address them.
The testing done in this work package will be from the system implementors’ perspective. In WP7, in
contrast, we will evaluate the use cases from the user’s perspective.



1 Introduction

1.1 Role of the Deliverable

This deliverable entitled “Report on Initial Smart Health Centre System Software” is the first
deliverable of WP6. It reflects initial work on T6.1, and focuses primarily on the development of a
front end for the Smart Health Centre system considering the different perspectives from which the
data there can be accessed, e.g. patient, specialist, insurer and administration. How the different
SERUMS technologies will be integrated will be carried out in T6.2. More concretely, for T6.1 we
will produce central software infrastructure for Smart Health Centres, that will be used as the main
front end for medical practitioners, health centre administration and possibly patients. It will also
serve as a main point from which Serums technologies will be accessed. This task deals with the
design and implementation of the “skeleton” of the system, into which different technologies
developed over the course of the project will be integrated in T6.2. It will be centred around the
concept of smart patient records that will be developed in WP2, keeping a database of them and
allowing different views of the data associated with these records and different operations on the data,
depending on the party that is using the system. This task will proceed in three phases. In the first
phase, we will develop an initial prototype of the system, based on the analysis of requirements that
such system will need to satisfy (T7.1). Our work in this direction is described in this deliverable
D6.1.

1.2 Relationship to Other SERUMS Deliverables

WP6 entitled “Integration and testing” brings together work done across all WPs of the project.
Overall, WP6 will consequently integrate smart patient records, data analytics mechanisms, secure
and privacy-preserving communication infrastructure and authentication mechanisms from WP2,
WP3, WP4 and WP5 into one holistic system.

Over the course of the integration, we will test the interoperability of the Serums technologies on
synthetic data that is produced by the data fabrication mechanisms from WP4, and we will identify
any interoperability issues and produce guidelines on how to address them. The testing done in this
work package will be from the system implementors’ perspective. In WP7, in contrast, we will
evaluate the use cases from the user’s perspective.

Deliverable D6.1 describes work on the initial Smart Health Centre System Software, and it is
associated to Milestone MS6.

1.2 Structure of this Document

This document describes the overview of the SERUMS toolchain, followed by the architecture of the
software system, first versions of mock-ups for the system integration and the user interface (UI) of
the Smart Health Centre System. The user interface (UI) takes into account different perspectives
from which the data can be accessed, e.g. patient, specialist, insurer and administration, and is
illustrated with a few examples.

2 Serums Tool-chain and Integration System

Our recent paper gives a description of the SERUMS tool-chain [1]. The following text, taken from
[1], describes the overall process of accessing data across a distributed healthcare system. The core of
it is a centralised data lake that holds the smart patient records.
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Figure 1 The overview of the SERUMS toolchain

Note that, while the patient records are centralised, the data in them may refer to databases distributed
inside and outside of the hospital environment. These records contain all information about the
patients, from static information such as date of birth, gender and contact information, to vital
information such as weight, body mass index, allergies, to dynamic information about treatments and
examinations. Some of the data for the records will be collected from within the healthcare system
over trusted networks, while other may be collected from personal health monitoring devices, etc.
Data sent over untrusted networks must be secured using data encryption mechanisms.

When staff needs to access patient data, they first log in to the central healthcare system using secure
authentication mechanisms. In the SERUMS project, our aim is to develop personalised and adaptive
multi-factor user authentication schemes. Once the user logs in, their access rights are checked using
the blockchain backend which is linked to a distributed blockchain database. Different classes of users
(e.g. patients, GPs, specialists, insurers) will have different levels of permissions, according to GDPR
and other legal and ethical regulations. For example, the patient has full access to their record, while a
specialist can only access parts of the record that are relevant to them. The blockchain ensures that
only authorised agents can access the data, and depending on permissions, possibly only be part of the
data. The blockchain contains all access rules and transitions, and keeps a record the data access
history. Note, however, that no actual data is stored in the blockchain.

Once the user is authenticated and the access rights are checked, the requested data from the smart
patient records data lake is sent back to the user. If the user does not have full access rights to the
record, the data transfer may involve masking parts of the data, i.e., hiding parts of the record that the
user has no access right to see. The access transaction itself is stored in the blockchain database.

2.1 Architecture of the Integration

We have described how the serums technologies come together. We now focus on an initial
integration for the different components required for the Smart Health Centre System. Figure 2 shows
the overall envisaged architecture for the integration.
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Figure 2 Overall architecture of the system integration

2.2 Sequence Diagrams

To show how the different components will be used and combined, we show a scenario
given as a sequence diagram and enabling different user actions. This will then be used to
show the front end of the Smart Health Centre System.

2.2.1 Record Access

The following sequence diagram depicts the interaction between different components of
the SERUMS project in order to allow a user (e.g., doctor, insurance agent) to query a
patient’s record.
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Figure 3 Accessing a patient record



2.3 Mock-ups

The following mock-ups illustrate the sequence of screens to be accessed along the process
described in the sequence diagram shown in Figure 2.

Login screen

In this screen the user will be authenticated in order to get access to the main system. The
user will have assigned a role such as doctor, insurance agent, etc. The credentials will be
sent to the backend encrypted and checked against the Serums database.

Serums

User

your_usernam

Password

3% 3k 3k 3k ok 3k %k %k k



Welcome screen

This is the welcome screen after the user has been successfully authenticated. From here,
the user can search the record of some patient by username, user id, or name.

Welcome Forename Surnamel!

Good bye!! )

Whose records do you want to
retrieve???

(name / user id)

Some name or user id

P

Serums



Results screen

This screen will show a list of the entries matching the search parameter. If the search is
done by user id, then only one result will be shown. From this list the user can choose the
right patient to query. Once the user has chosen the person whose records will be accessed,
a push notification will be sent to that person. He or she has to grant access to his/her data
through a mobile application, and at the same time, the person can choose for how long
and what data will be accessible through that particular request. After the access has been
granted, the Serums system will display the data of the patient as shown in the following

screen.

Welcome

Good bye!!

Whose records do you want
to retrieve???

Some name or user id

0000001
0000002
0000003
0000004
0000005

Person 1
Person 2
Person 3
Person 4

Person 5

Serums



Patient’s record screen

In this screen the history of the patient will be shown. On the left a summary of the
patient’s personal info will be displayed, including (but not limited to) full name, age, height,
weight, and a photo if available. On the right side there will be a timeline showing the years
and months in which new entries have been added to the patient’s record. In this way
doctors can find specific events easily.

In the main section of the screen, a summary of each even within the chosen month will be
listed chronologically, enabling the access to the details of each event.

! Ml
Welcome Forename Surnamell J\’/\/ Serums

Good bye!! &)

This is Person 1’s record

P .
!

December
4 \ November
When? 15 December 2019 — 10:23 H |
Where? National Hospital, Edinburgh, Scotland P24 June
Who? Dr Someone Somethin,
Person 1 Name What? GP visit due to skin irritation February

Details...
ge 2018
Gender: Female 4 \

Nationality: Scottish When? 10 December 2019 — 09:20 H |
Height: 1.70 Where? National Hospital, Edinburgh, Scotland P24 December

) Who? Imaging Department |
*  Weight: 65k;
\L/ What? X-rays for the knee November
\_ Deta[\s..v) I
2016
Ve

When? 01 December 2019 - 15:43 H A

Whose records do you want

to retrieve??? Where? National Hosgita.l,.Edinburgh, Scotland P24 January
(name / user id) Who? Sexual Health Clinic
What? Contraceptive Treatment
-
Details...
. J

[ search... | A 4




Event details

This screen shows the details of one event. In it, the problem is fully described, together
with the treatment. If any drugs are prescribed, further details such as dosage and
frequency are included.

Related events are listed in this screen, and resources such as images, or recordings can be
accessed too. From this screen it is possible to go back to the month’s event list, to add new
events, and so on.

1 ‘ ' .
Welcome Forename Surnamel! J\/\/ Serums

This is Person 1’s record

/ﬁ 2019
e Add Entry Decelmber

4 N\ November
When? 15 December 2019 — 10:23 H
Where? National Hospital, Edinburgh, Scotland B2 June
Who? Dr Someone Somethin;
Person 1 Name What? GP visit due to skin irritation February

Age: 31 Problem: Resources 2018
Gender: Female

. ) The patient visited the hospital with a rash on her
Nationality: Scottish 3 5 i 3 .
Height: 1.70 knee, it was red and with small dots, as depicted in ~ -Ricture 1 December

\©  Weight: 65kg / the picture 1 Novelmber
|
Treatment: 2016

The patient was told to take put 100ml of cream on Antecedents
Whose records do you want her skin. Jan!mry
to retrieve??? |
(name / user id) d -2019/12/10
Medication: -2019/12/01
S id (;
100ml — cream — every 8 hours — 2 weeks
X Close




New event screen

In this screen the user can add the details of a new event. Fields such as date, location,
author, and so on, will be filled automatically based on the credentials of the user. The

other fields will be open for the user to enter the corresponding details.

Welcome Forename Surnamel!

Good bye!! &%),

N

Person 1 Name

Age: 31

Gender: Female
Nationality: Scottish
Height: 1.70

This is Person 1’s record

Ve

When? (filled automatically) 17 December 2019 — 18:51 H

Where? (filled automatically) National Hospital <®burgh, Scotland

Who? (filled automatically) Dr Someone Something

What? [

\* Weight: 65kg /

Whose records do you want
to retrieve???
(name / user id)

Some name or user id

Problem:

Treatment:

Medication: (Dosage — Drug — Frequency — Period)

Resources

@

Antecedents

@

E Save

% Serums
m

December

November



Conclusions

This document is the first deliverable of Work Package 6: “Integration and Testing” focusing
on the front end of the Smart Health Centre System software. It shows a sequence of screens
that will be visible to a user based on different possible actions performed. This deliverable
reflects work in progress and will need further input from the owners of the three use cases
(USTAN, FCRB and ZMC) to be as realistic and feasible as possible, and will thus be refined
over the next couple of months. It will also be integrated with the work done on WP2
concerning the smart patient record and access permissions underlying the blockchain solution.

Deliverables D6.2 (due month 24) and D6.3 (due month 36) will describe more refined and
advanced versions of the integration and testing of all the SERUMS technologies and their
application for the development of the Serums Smart Health Centre System.
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