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Abstract

We present new algorithms for tracking pointers in distributed object systems where
each node in the system has its own local storage and may communicate with other
nodes only by passing messages. The problem is difficult because of asynchrony,
implying lack of knowledge of global state, and lack of globally atomic operators on
that state. The pointer tracking algoritms may be used as part of a garbage collector to
identifiy when there are no pointers to an object from another node, in object
migration protocols where one object is substituted by another object possibly located
on adifferent node, and in persistent systems to identify persistent data. A discussion
of the correctness of the algoritmsis given.
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1 Introduction

The ability to identify which objects hold references to other objectsis an essentia
property of al systems based on reachability such as. garbage collection systems
[Wilson92]; object migration systems [PS95]; and persistent object systems [AM95].
We term the mechanism for achieving this pointer tracking. In garbage collection it is
important to find out when an object is no longer referenced; in object migration
systems the objects holding references must be informed of the new location of the
object that is substituted for the old one; and in persistent object systems the transitive
closure of the references from some root is computed to identify live datain order to
preserve the integrity of the store. Pointer tracking serves al of these applications.

Here we are concerned with pointer tracking in a distributed system where each
node in the system has its own local storage and may communicate with other nodes
only by passing messages. The problem is difficult because of asynchrony, implying
lack of knowledge of global state, and lack of globally atomic operators on that state.

The pointer tracking algorithms assume the following support:

» Each nodein the system has its own local storage and may communicate with
other nodes only by passing messages.

» Ordered delivery of messages is guaranteed without omission, corruption, or
duplication. Causal delivery is not assumed.

» Nodes appear to operate correctly, without crashes or Byzantine behaviour.
* No bounds are placed on the relative rates of computation of the nodes.

» Eventsand actions at a given node are totally ordered, yielding apartia ordering
of eventsin the system as awhole.

As presented, the pointer tracking algorithms are well suited to distributed memory
multiprocessors and to applications that do not require fault-tolerance. To widen their
applicability, fault-tolerance may be provided by lower levels of the system. Whileitis
possible to build some of this support in, we regard these facilities as being provided by
lower level protocols, upon which the pointer tracking algorithms can be built, in order



to separate policy and mechanism and to keep the levels of abstraction relatively
understandable.

1.1  TheComputational Model

Our distributed computational model is made up of computation, objects, and pointers.

Computation consists of onelogical process, perhaps with concurrent threads, per
(logical) node with the processes communicating via messages. Computation proceeds
by OtI:reating and mutating objects A physical nhode may support more than one logical
node.

A (physical) object resides on a single node, which we term the object’ s home, and
(rjnay contain any number of pointers (references to other objects) as well as non-pointer

ata.

Each node has zero or more root pointersto objects, which we can view as being
part of the node' s process' s state. Pointers may propagate to other nodes, and be stored
there, by being included in messages.

We will assume that references somehow encode the home node and the location of
the referent object there and that object identifiers are unique.

2 Pointer Tracking

We are concerned with mechanisms that track external references to objects (from
objects outside the node to objects inside the node) where the mechanisms are both safe
and complete. To avoid global synchronisation we cannot demand that such knowledge
be entirely up-to-date at any one node. Safety requires that a referenced object is never
thought to be unreferenced, and compl eteness requires that a node eventually discovers
when there are no longer external referencesto alocal object.

The pointer tracking algorithm is designed to meet the above criteria by ensuring
that the home node H, of an object o, isinformed of any relevant manipulation of a
pointer to o by another node. Since the knowledge of the system cannot be required to
be up-to-date at any one node, we must choose objectives for the pointer tracking
algorithms to support applications. These objectives are to ensure that H has sufficient
information:

» toadlow it to know eventualy that there are no pointersto o from other nodes,!
and

» toallow object o to be substituted by object o' not necessarily on H.

First we describe the algorithms for pointer tracking during normal systems operation,
deferring discussion of the correctness of the pointer tracking until after its description.
We follow this by a description of object substitution.

21  EventsRelated to Pointer Tracking

Our pointer tracking mechanism consists of handling four events. The home node, H,
isinformed of these events via asynchronous messages. The events are detailed in
Table 1.

1 The protocol is designed specifically to avoid any need for causal messaging [Fidge96].



Event Description

<s, o, B> This (send) event indicates that node B has been sent a pointer
to 0. Thisevent is said to happen at the sender, hence it isthe
sender’ sresponsibility to inform H.

<r, o, B> This (receive) event indicates that node B has received a pointer
to 0. Ther event hastwo roles: one as a + event (see below) at

the receiver and the other to balance the s event that caused the
pointer to be sent. This event happens at B.

<+, 0, A> This event indicates that node A has created a new pointer to
object 0. Thisevent happensat A.

<—, 0, A> This event indicates that node A has deleted a pointer to object
0. Thisevent happens at A.

Table 1: Pointer Tracking Events

Figure 1 illustrates a possible scenario of eventsin which a pointer is sent from one
node to another. Messages sent are drawn as broken arrows and object pointers
signified by unbroken arrows. Node A sends a copy of the pointer to node B and
eventualy informs H of the s event. Node B receives the pointer, and informs H of the
r event. Node B copies the pointer,2 eventualy informing H of the + event (and
eventually a— event to balance the + when it del etes this copy), a process which may be
repeated many times. Finally, B deletes the original copy of the pointer and eventually
informs H of the — event.

Thereis no specific requirement for rapid delivery to H of information about events
a A and B. Thisisintentional, since such information can normally be piggy-backed on
other communication, thereby reducing the overhead of the scheme. However, we
require that H isinformed of events that happen at any node in the order in which they
happen at that node.3 Messages 2, 3, and 4 in Figure 1 arrive at H in that order. There
is, however, no constraint on the arrival of message 1, relative to messages 2, 3, and 4.

@ <r, o, B>
Node B (<+,0,B>/<-,0,B>)*
Node A @ <s, 0, B> @
Q <o
I |
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Node H Node H P P
Node A sends to node B a pointer to o Node B receives the pointer, copiesit into its
heap and deletes it from the receive buffer

Figure 1: Node A Sendsto Node B a Pointer to o

2 Note that thisis optional, and hence the * in the diagram.
3 Thisissimplified by our assumption of in-order message delivery.



In Table 1, either A or B can be the home node, H. We assume that H is informed
immediately of eventsthat happen at H.

2.2  Constraintson Ordering of Events

To describe the correct operation of the system there are a number of constraints on the
order in which the four kinds of events can occur. For this we introduce a precise
definition of the predicate any(o, Y, E), which indicates whether node Y has any
pointers to object o in the situation described by the set of events E.

Definition: Given a set of events E, where each event is of the form described in
Table 1, any(o, Y, E) for an object o and node Y holds iff E contains an event
<r, 0, Y> but not a pairing event <—, 0, Y>, or E contains an event <+, 0, Y> but
not apairing event <—, o, Y>.4

The legal event sets for the system are defined recursively, in terms of the events
that may legally be added to a given event set E, asdefined in Table 2;

Rule I ntuition

The empty event setislegal. Initial state.

H addsto E a<+, 0, H> event to E when | The home node can create objects.
object oiscreated a H.

If any(o, A, E) istruethen A canadd an | If A hasapointer to o then it can send it to
<s, 0, B>event to E. any node.

If event <s, 0, B> isin E but event If apointer has been sent but not yet
<r, 0, B> is not, then the r event may be | recelved then ther event can occur.
added to E.

If event <r, 0, B>isin E but apairing If a pointer has been recelved but not
event <—, 0, B> isnot, then the—event | finally deleted then it may be so deleted.
may be added to E. Note that before the fina — event

any(o, B, E) istrue.
If any(o, A, E) thena<+, 0, A>eventto | If A hasapointer to o then it may create a

E may be added to E. copy of the pointer.

If <+, 0, A>isin E but apairing If A hasacopy of apointer that it has not
<-, 0, A>isnot, then the — event may be | yet deleted then it may deleteit. Note that
addedto E. before the — event any(o, A, E) istrue.

Table 2: Legal Event Sets

2.3  Piggy-backing and compressing messages

Sincerapid delivery is not essential, messages informing home nodes of pointer events
can be held and piggy-backed on other communications. Further, sequences of events
can be compressed. For example, an r event, then a + event, then a— event can be
processed to compressthe r and — events together. We will not pursue the issue further
here, since it does not relate to correctness or completeness of our algorithms, though
the performance improvements may be important in practice.

3 Arethereany pointersout there?

Our first objective was to determine that no other node has pointers to a given object.
To establish this we require a further definition.

Definition: absence(o, E) istrueiff any(o, X, E) isfalsefor all nodes X other than
H, the home node of o, and each event <s, 0, B> can be paired with areceive event
<r,0,B>inE.

4 Thatis, #<r, 0, Y> + #<+, 0, Y> > #<—, 0, Y>



Claim: Let E be the set of events known at H involving o; we call thisH’sview. If
absence(o, E) then no node other than H has a pointer to o.

stateonanode X * H where @ m is# of pointers received from other nodes (originals)
any(o, X, E) iscurrently false nis# of copies of originals

Figure 2: Node Event State Diagram for Each Object

Proof: Theintuition isthat if in H's view no other node has a pointer and there are
no pointersin transit, then H’'sview is correct and is up to date.

Before tackling the proof itself, it is helpful to examine the state diagram presented
in Figure 2, which shows the possible states of anode X * H with respect to the
number of copiesit may have of agiven pointer. We distinguish between the number of
pointersthat X has received (originals) (m) and the number of copies of those originals
(n). Thes, r, +, and — arrows signify send, receive, and +/— events occurring at X. In
theinitia (and final) state (m = 0, n = 0) the only event that can occur on thisnodeisa
receive event.

Firstly, observe that the legal event rules constrain adding events that happen at a
given node X primarily in terms of what has already happened at X. The sole exception
isr events, which require a matching s event, which generally occurs at a different
node.

Secondly, observe that since message delivery is ordered, H's view of what has
happened at anode X isaprefix of what has actually happened at X.

Consider any node X other than H. Now assume that absence(o, E) is true,
implying that in H' s view, X’s state machine isin state (0, 0). Thus any(o, X, E) is
false. Further, any(o, X, E|X) is also false, where E|X means the set of eventsin E
that happened at X.5 E|X is a prefix of what has actually happened at X, but since
any(o, X, E[X) isfalse, the only legal event that could be added to E|X isan r event.
Thusthe only legal next event at any nodein H'sview isanr event.

Sincedll seventsin H'sview are matched with corresponding r events, the only
possible source of anew s event is H. We observe that H's view of itself is necessarily
up to date, so H can be the only node possessing a pointer to o. Put another way, since
no other node can legally add an s event, no other node possesses a pointer to o.

5 Thisiseasily seen from the definition of any(o, X, E) sinceit refers only to events that happen at
X.



Our conclusion relies only on accepting the definition of any(o, X, E) as
corresponding to our informal notion of X possessing any pointersto o in the situation
described by E, the ordered and reliable delivery of messages between any pair of
nodes, and the definition of legal event sets.

To implement the above, two counts for each object and node are required at H: an
inTransit(o, ® B) count to record the number of pointers to object o sent out to node B
but not yet received, and a pointersTo(o, B) count to record whether node B has any
pointersto object 0. The effect on these counts of messages arriving at H is summarised
in Table 3.

Event Effect at H
inTransit (o, ® B) || pointersTo (o, B)
<s, o, B> +1
<r, o, B> -1 +1
<+, 0, B> +1
<-, 0,B> -1

Table 3: Countsat H

The counts can take on any integer value including negative numbers. However,
whereit isonly required to record that a node has a pointer to an object or not then the
pointersTo count can be restricted to O or 1 provided that node B only generates + and —
events when the number of pointers changes from 0 to 1 and visaversa.

4 Object Substitution Protocol

The pointer tracking algorithms allow movement of (logical) objects within nodes and
allow applications to move objects across nodes, so they include agorithms to
substitute one physical object for another and to update the affected references. When
an object is copied, all references to the old copy must be updated to refer to the new

copy.
Any object substitution protocol must

» work while references are being updated (safety), and
» find and update all references eventually (compl eteness).

The above must be achieved in the presence of asynchrony.

The specific goal of object substitution is to replace object o, home node H, with
object o', home node H' (where H' may or may not be H), and to have all pointersto o
in the entire system eventually replaced with pointersto o'.

To support object substitution, home nodes, H, maintain for each moved object o,
KnownNodes(0), the set of nodes that H knows have had pointers to o since the
decision was made to substitute o' for o. Likewise, al nodes maintain object relocation
tableswith entries of the form op o', meaning that o has been substituted by o'.

The algorithm is described through the messages required to support it and how
nodes should respond to those messages:

*  When oissubstituted by o', H adds op o' to its relocation table, and initialises
KnownNodes(0) to contain those nodes X for which any(o, X, E) istrueinH’s
current view E. Then H sends a message [m, 0, 0'] (misfor move) to each
node in KnownNodes(0). Note that the m message should be considered an s
event for o', but not for o, in the pointer tracking algorithm.

*  When anode X receivesamessage [m, 0, 0'], it adds op o' to its object
relocation table. The m message should be treated asan r event of o' but not o,
and the rel ocation table entry should count as an occurrence of o' but not of o.



» Once X hasinserted arelocation table entry ob o', it should (at its leisure, but
before deleting the table entry) replace any pointers to o with pointersto o'
Such replacement is considered a <+, 0', X> event and a<—, 0, X> event.

» If X receives a pointer to o while it has op o' in its relocation table, it should
replace o with o', causing events <r, 0, X>, <+, 0', X>, and <—, 0, X>.

 |If Hhasop 0'initsrelocation table and is informed of an event of the form
<s, 0, X>, <r, 0, X>, <+, 0, X>, or <—, 0, X> then it should check
whether X isin KnownNodes(0); if it is not, then it should be added and an m
message sent to X.

» Since H deletes the contents of o during the substitution, a<—, ...> event is
induced at H for each pointer in 0. Likewisea<+, ...> event isinduced at H'
for each pointer ino'. If H* H' then appropriate s and r events are also
induced. As soon as the contents of o have been copied either directly into o' or
into a message to H' then the space occupied by o may be reclamed. This
works since the object identifier o is unique and will not be reused.

e IfH® H', then the creation and management of the copy requires more steps. H
sends amessage to H' indicating that it would like to migrate o and requesting a
pointer to the copy o' that H' will alocate. This message includes the contents
of o, and is considered an s event at H for each pointer in the contents of o, but
this communication to H' should not be considered an s event of o to H'. H'
sends back aresponse to H with the new pointer, which is considered an s
event of 0'. H proceeds as described above. This protocol does not allow H' to
reject the request.

 IfH?® H', and H receives a message to manipulate o, then in addition to the
protocol steps above, H forwards the request to H'.

4.1  Cleaningup the Tables

Upon detection of absence(o, E) using the pointer tracking algorithms and completion
of substitution of o' for o at H, H sends[e, o, 0'] (eisfor end move) to each node X
in KnownNodes(0), deletes KnownNodes(0), and removes ob o' from its relocation
table. Thislast stepisa<-, 0, H> event. An [e, 0, 0'] message is not an s event for
either oor 0'.

When node X receives [e, o, 01, it removes ob o' from its relocation table which
isa<—, 0', X> event.

Note that the substitution protocol is entirely asynchronous and never delays
computation.

42  Safety

We now argue that the pointer tracking algorithms never regard a reachable object as
unreachable. Let usfirst consider the atomicity of object substitution. If o' is substituted
for o with both o' and o at node H, H can ensure that the substitution is atomic locally.
Other nodes can only pass around pointers to o, and we previously argued that pointers
to o will be replaced with pointers to o', provided the number of nodes involved is
bounded. Further, the substitution algorithms work by making the substitution
atomicaly at each affected node, as the information reaches that node. Any later
messages containing pointersto o are updated before the mutator can see them.

If 0 and o' are on different home nodes H and H', H' takes over responsibility for
the migrated object as soon as the information arrives at H', and H gives up
manipulating o as soon as it sendsit to H'. Thereis aperiod of time during which H
does not know the new identifier o' for o at H', and will have to refer application
requests concerning o to H' under the identifier o, but H' will use its relocation table to
rewrite the incoming pointer to o', so everything works out without indefinite waits.

Our point isthat object reachability related to object substitution is not a problem.
Observe aso that since object relocation tables are considered to contain pointers to the



new objects (o' in the example), the new object will not be unreachable until we have
cleaned up all pointersto the old one, or the new object isitself substituted.

43  Completeness

The clean up condition above establishes that al pointersto o have been deleted, either
by applications directly, or by having o' substituted. Thus the table clean up actions are
safe. The tricky part is understanding why termination will eventually be achieved. In
fact, if the number of nodes is not bounded, then pointers to o may continue to
propagate ahead of the m messages, so termination is not guaranteed without bounding
system size or somehow constraining propagation behaviour. This appears to be
unavoidable.

If we bound the number of nodes to which o is propagated, it can be passed
around among those nodes forever. So without the KnownNodes set and relocation
tables kept at the remote nodes substitution might never terminate. That is why we
introduced them. The KnownNodes set prevents sending an m message to the same
remote node twice and also allows us to send the e messages so that remote nodes can
clean up their relocation tables.

5 Related Work

Hughes [Hughes85] uses time stamps based on global time to trace live objects. Each
trace initiated on a node uses the time stamp to mark objects. Each outgoing pointer
uses the time stamp whenever it propagates the trace to other nodes. The algorithm
requires aglobally synchronised clock, and message delivery time must be bounded.
Given these requirements, Hughes shows that any object with atime stamp older than a
certain time is unreachable. The termination algorithm used by Hughesis not scalable
and reclamation of distributed garbage can be blocked until the slowest node in the
system performs alocal garbage collection.

Liskov and Ladin [LL86] propose using a centralised server to calculate global
accessibility of objects. The ideais that each node informs the centralised (but possibly
replicated) server of any pointers into and out of the node. The loca collector is
responsible for determining the connectivity between the incoming and outgoing
references. Rudalics [Rudalics90] points out an error in the original algorithm that is
corrected by Ladin and Liskov [LL92] using an adaptation of Hughes's time stamp
algorithm. Their solution also uses the centralised server clock to simplify Hughes's
termination agorithm.

Lang, Queninnec, and Piquer [LQP92] propose a technique where spaces (or
nodes) are grouped. Any unreachable objects completely within a group are identified
using atracing algorithm. The groups can be hierarchically ordered so that increasingly
large groups are traced. Ultimately, the entire system needs to be traced in order to
identify unreachable objcets not located entirely within a previously associated group.
Thisis therefore not scalable and requires a considerable amount of co-ordination
between the nodes. Maheshwari and Liskov [ML97] claim that the algorithm will not
terminate correctly if the object graph is mutated concurrently with tracing.

Ferreira and Shapiro [FS96] propose a system that allows replication of segments
at multiple sites. Each segment maintains alist of incoming and outgoing pointers and is
traced using these pointers as roots. Segments that appear at the same site are collected
together so cyclic structures that span segments can be identified only if they are
gathered at a single site. The co-ordination of segments is not a problem since
replication is assumed.

Maheshwari and Liskov [ML97] describe a partitioned garbage collector that
piggy-backs global marking with the marking of partitioned data. Their scheme is
guaranteed to terminate correctly, and while not as yet distributed, is optimised for
efficient tracking of a partition’sincoming and outgoing pointers.

6 Conclusions

We have presented new algorithms for tracking pointersin distributed object systems.
The pointer tracking algoritms may be used as part of a garbage collector to identifiy



when there are no points to an object from another node, in object migration protocols
where one object is substituted by another object possibly located on a different node,
and in persistent systemsto identify persistent data.

The pointer tracking algorithm is designed to ensure that the home node, H, of
object o has sufficient information:

» toallow it to know eventually that there are no pointersto o from other nodes,
and

» toallow object o to be substituted by object o'.

Correctness and safety arguments are given in the paper. Interesting work
remaining to be done includes implementation and practica evaluation, agorithmic
performance analysis, and extensions to tolerate node and communications failures. We
intend to address thisin future work.
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