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SUMMARY

Since the 1980s, various groups have been constructing systems that support a concept known as orthogonal

persistence. These systems support objects whose lifetime is independent of the context in which they were

created. The benefits of such systems include greater run-time efficiency, strong semantic guarantees about

the existence of data and its type, early error checking, and lower construction costs. However, the

implementation of persistent systems has been hindered by the lack of support provided by the operating

system. This paper examines the implementation of persistent systems on traditional operating systems and on

operating systems that directly support persistence, and looks at current attempts to provide flexible

architectures that permit persistence to be provided efficiently above the operating system.

KEY WORDS: persistent systems, operating systems, persistent operating systems, micro-kernels, exo-

kernels

1. INTRODUCTION

The first systems supporting orthogonal persistence [5] were programming language systems constructed in the

early 1980s. These systems realised two ideals: that all data should be able to persist (survive) for as long as that

data was required and that all data was manipulated in a uniform manner regardless of the length of time for

which it persists.

Over the past fifteen years, much research effort has been expended in attempting to build systems that

support orthogonal persistence. Many of these have been language systems implemented above traditional

operating systems such as VMS, VME and Unix. The literature contains many reports of problems associated

with the construction of persistent systems using such operating systems 1. This has led some, including the

authors, to attempt to provide explicit operating system support for persistent systems. This paper surveys

approaches to implementing orthogonal persistence on conventional operating systems and examines attempts

to provide explicit operating system support for persistent systems. It also describes a new operating system

designed to support persistent systems based on current trends in operating system design and on the lessons

learned from previous attempts to provide operating system support for persistence.

                                                                

1 The interested reader is referred to the Persistent Object Systems Workshop series published by Morgan
Kaufmann and Springer-Verlag.



The paper is structured as follows. Section 2 describes the requirements for implementing persistence and

looks at common techniques for meeting those requirements. By examining these techniques it attempts to

identify deficiencies in traditional operating system support for the implementation of persistent systems. These

deficiencies have much in common with those reported by implementers of database systems [61] [13].

Section 3 surveys some operating systems that have attempted to provide direct operating system support

for orthogonal persistence. In each case, only those operating system features related to persistence are

discussed. Section 4 analyses the lessons learned from these attempts. In particular, it examines in detail the

Grasshopper Operating System [25] using the specific domain knowledge of the authors who were among the

designers and implementers of this system. We attempt to extrapolate from our experiences with Grasshopper to

draw some conclusions about operating system support for persistence in general. In particular we argue the

inappropriateness of (all) operating system abstractions for persistence.

Section 5 surveys general trends in operating system architectures and seeks to identify appropriate

architectures that may be used to support persistent systems. Based on lessons learned in Section 4 and from

our observations of the systems described in Section 5, we embarked on the construction of a new operating

system architecture. Our new operating system, called Charm, is described in Section 6.

Section 7 shows how a persistent application environment similar to that provided by Grasshopper may be

constructed using Charm. Space precludes showing how all the persistent models discussed in Section 2 may be

implemented. However, we believe that Section 6 contains enough information to convince the reader that his or

her favourite persistence mechanism could be efficiently implemented using the Charm infrastructure.

2. Techniques used to implement persistence

In this section we attempt to identify the techniques used to implement persistence. This knowledge may be

used to identify requirements made of any operating system whose aim is to support orthogonally persistent

systems efficiently.

 Support for persistent objects and relationships

Conventional operating systems 2 expect to support processes that access only short-lived data held in directly

addressable physical or virtual memory. Long-lived data is held in secondary storage and cannot be directly

addressed. This has led to the establishment of separate operating system APIs for each class of data creating a



dichotomy between long- and short-lived data. For example, in Unix one set of system calls is responsible for the

allocation of virtual memory (e.g. break) and others that deal with files (e.g. open, close, etc.). In contrast,

systems that provide orthogonal persistence treat all data identically as persistent objects and a single API is

provided to manipulate these objects. This leads to a requirement that objects must be uniformly addressable

and moved between long- and short-term storage in a manner that is transparent to the application programmer.

The engineering solutions that have evolved to satisfy this requirement may be partitioned into two categories:

1. Those that utilise software address translation as typified by Brown’s stable store [10], and

2. Those that utilise hardware address translation.

In Brown's stable store [10], which is typical of systems that utilise software address translation, two address

spaces are managed: a local process address space and a persistent address space. The process address space

contains objects that may be directly accessed by machine instructions. Long-lived objects are stored in the

persistent address space which are stored on disk. The storage system moves objects transparently from one

address space to the other on demand. This requires software address translation between the local and

persistent address spaces. The impact of the cost of address translation in persistent systems is not clear due to

the lack of sufficient measurement. For example, Moss asserts that software address translation is more efficient

than utilising hardware mechanisms as exposed by conventional operating systems [45]. This may be a

condemnation of the time modern operating systems take to service a trap rather than praise for software

addressing techniques. However, since the ratio of processor speed over time required to service a trap is

increasing, this is likely to become increasingly true in the future.

The memory-mapping abstraction provided by most modern Unix systems permits regions of the file space to

be mapped into virtual memory and accessed transparently (that is, without needing to invoke the standard file

system API). However, this mechanism was not designed to support large address spaces such as those found

in persistent systems. This leads to problems, for example the SunOS memory-mapped file implementation of

Napier88 suffers from slow start up times due to the operating system's eager construction of large virtual

address maps. Another problem associated with memory mapping is that there is little or no control over the

location to which evicted data is swapped which in turn makes failure recovery more complex and less efficient.

This may, in part, be addressed by the use of external pagers.

Early micro-kernels such as Mach [3] and Chorus [57] provide external pager mechanisms that permit the

implementation of an application-specific virtual memory manager. Both of these systems are deficient in that

                                                                                                                                                                                                   

2 By conventional operating systems we mean systems such as OS360, VMS, VME, NT, Unix, Windows ’98.



they do not permit total control over the virtual address space. In particular, in both systems it is the kernel that

selects pages to remove from an address space when the supply of free physical memory runs low. This

functionality causes many problems for the persistent system implementer who may be using memory in complex

ways unknown to the kernel.

No widely used operating system constructed to date provides sufficiently flexible mechanisms to enable the

hardware facilities to be exploited to their full potential. However, the trend in operating system support is to

expose more hardware functionality to user applications. We shall explore this in Section 5.

 Resilience mechanisms

The requirement for resilience is not peculiar to persistent systems. However, the problem of consistency is

perhaps more acute with persistent systems. In a conventional file system, each file is essentially an independent

object. Therefore, the loss of a single file following a crash does not threaten the integrity of the overall system.

In a persistent system, the data often consists of a large number of relatively fine-grain, typed objects, each of

which might cross-reference a number of other objects in the store. Therefore, the loss of a single object can

result in total system failure. When a collection of objects is modified, their state must be written to non-volatile

storage in a consistent and atomic manner to avoid the possibility of corruption. A number of different

techniques have been used to provide resilience in persistent systems including:

1. Shadow-paged stores [40] [10]

2. Log-based stores [27, 42, 58, 60], and,

3. Log-structured stores. [31, 32]

These different store technologies all require control over the granularity of disk reads and writes as well as

when and where data is written to disk. Often operating systems provide little control over these aspects, which

are of paramount importance to a persistent system. For example, in a file system there is little control over the

size of buffers used in the I/O system, which makes it hard to tune performance. In most cases, the application

must be manually tuned to the operating system rather than the operating system being compliant with the

application. This is due to the black box nature of the operating system and the policies it implements.

Furthermore, the complexity of the operating system buffering and caching policies makes it hard to implement

application resilience efficiently.

Memory-mapped files provide convenient mechanisms for accessing objects within files. However, if the

persistent system is to be made resilient, objects cannot destructively overwrite their original versions on disk.

Therefore, in the majority of systems that employ memory-mapping, the implementer must take convoluted



measures to ensure that modified data does not overwrite stable versions at inappropriate times, which may make

recovery impossible.

Like the problems encountered with address translation, the majority of problems when using conventional

operating systems as platforms to support stability and resilience revolve around the unsuitability of the

abstractions provided by the operating system.

 Concurrent computation

Modern operating systems usually provide two different mechanisms for concurrent computation: heavyweight

processes and threading. Most operating systems (including VMS and Unix and its derivatives) support

heavyweight processes, each running in its own address space and associated with a particular user. The main

problem with using the heavyweight process model to implement persistence is the complexity of sharing data. In

most persistent systems, the high level model is a single persistent store shared by multiple concurrent

processes. Thus the persistent system implementer is forced to choose between the use of processes, which

make sharing difficult, or threads which lack protection. We explore these issues further in this subsection.

Conventional systems such as Unix [51] implement two levels of protection for data; file-level protection

using degenerate access control lists, and process-level protection, which protects ephemeral data inside a

process. There are two problems associated with the use of files in persistent systems: atomicity and granularity.

Many file systems, notably Unix, offer poor concurrency control over access to files.  The control that is

provided requires the use of system calls which, like all traps, are relatively slow. There is often a granularity

mismatch between language level objects which are generally small and the block size used to hold files. Even if

objects were mapped to files, such an approach would be inefficient due to the relatively high amounts of file

system meta information that must be maintained. Furthermore, the number of files supported by a file system is

often limited thus restricting the maximum number of objects.

Process level protection mechanisms have three problems associated with them. Firstly, the granularity is

often inappropriate, usually being constrained to the size of a page frame; one notable exception being IBM’s

AS400 operating system. Secondly, as discussed above, protection provided at page granularity is often

inefficient due to the cost of handling page faults. Lastly, there is often a need to associate different access

privileges with different concurrent tasks within a persistent environment (for example to implement data

ownership) however, most operating systems do not support this.

Recent operating systems have added support for threads that operate within a single shared address space.

There are two varieties of threading systems: threads implemented by the kernel (such as those supported by



NT) and threads provided by user level libraries (such as those supported by Solaris). Both of these threading

models are more appropriate for the implementation of persistence than conventional process models. However,

threads running in the same address space usually share the same protection attributes. It is therefore impossible

to provide adequate inter-thread protection (An exception to this are the threads supported by Linux which are

represented as independent processes by the kernel). In particular, it is possible for one thread to accidentally (or

deliberately) corrupt the data of another. This problem has been attacked by the Single Address Space Operating

System (SASOS) community [14] who have advocated that addressing and protection should be orthogonal to

each other.

Perhaps the most serious problem associated with the concurrency model supported by existing operating

systems is that, unlike the file system, there is no notion of persistence. Process state is maintained in volatile

memory and in the event of system shutdown or failure, this state is lost. In order to implement any form of

persistence, the programmer must provide explicit code to checkpoint the state of each process and to restore it.

This problem of the non-persistence of processes extends itself to login/logout time and results in many

operating systems having a proliferation of ad hoc start-up files (e.g. login.com, .login, autoexec.bat, etc.) which

effectively rebuild the process environment each time the machine is booted or a user logs on to the system. It

should also be noted that these start-up files only rebuild a statically defined environment – they do not recreate

the dynamic environment of the user at the time of the last logout3.

Just as it is possible to engineer persistent data, it is also possible to implement persistent processes.

However, this is fraught with difficulty for three reasons. Firstly, if the process state is to be saved so that it may

be restarted, all of the relevant information about the process must be discovered such as the position and state

of the heap and stacks. These problems are surmountable and some Unix process checkpointing systems have

been constructed, some by the persistence community and some outside of it.

Secondly, if a process engages in communication with other processes and is made persistent, one would like

to be able to re-instantiate the process at a later time and transparently re-establish that communication.

Furthermore, one would like the re-instantiated process to be assigned the same name it had before termination.

Such facilities are provided in systems such as Orbix [7] [2], which supports the logical naming, if not persistence

of processes. However, this facility is not provided in conventional operating systems.

                                                                

3 Some modern desktop environments provide advanced session management tools that attempt to capture
the state of a user’s desktop so that it can be restored on login. This goes some way towards recreating the
dynamic process environment, but it is by no means entirely adequate.



A final problem relates to the persistence of process meta-data. Many operating systems maintain private

meta-data associated with each process in kernel data structures. Examples of such data include file descriptors,

scheduling information, synchronisation state variables, communications buffers, and message queues. When

the state of a process is made persistent without the cooperation of the kernel, it is impossible to recover this

meta-data and therefore the saved state of the process is incomplete. This adds considerable (avoidable)

complexity to the task of making processes persistent. In addition, the coupling between the logical process and

the kernel meta-data inhibits the migration of processes between machines and has been discussed elsewhere

[54] [20].

3. Operating Systems Attempting
to Provide Support for Persistence

The need for operating systems to support persistence has arisen because the construction of persistent

application systems on top of conventional operating systems such as Unix, Mach, or Windows NT is prone to

inefficiency [25]. There are numerous examples of operating systems that support persistence in one form or

another. Examples include MONADS [53] [35] [52], Eumul/L3 [37], Clouds [18], Choices [11], KeyKOS  [30], and

Grasshopper [20]. Each of these persistent operating systems attempts to address some or all of the issues

described above. This Section investigates several of these operating systems. In each case, the abstractions

relevant to the implementation of persistent systems are described.

 Monads

The MONADS project [53] [35] [52] began at Monash University in 1976. The aim of the project was to provide

an environment for software engineering using data encapsulation and information hiding. These features were

supported by a custom-built hardware architecture, the main features of which were a capability-based

addressing scheme, large virtual addresses, and an inter-address space procedure-calling mechanism.

The MONADS architecture comprises two systems named MONADS-PC [53] and MONADS-MM [56]. The

first of these machines supports 60-bit virtual addresses whilst the second supports 128-bit virtual addresses. In

both systems, virtual addresses are divided into two parts, an address space number and an offset within an

address space. The address space number specifies a particular address space that is used to hold related data

such as the code and data of a module or a stack. When an address space is created, it is assigned a unique

number that is never reused. Address spaces are paged to and from secondary storage by the kernel; the

MONADS-PC uses a 4 KB page size whilst the MONADS-MM provides both 4 KB and 64 MB page sizes.



Address spaces may be divided into a number of segments, which are orthogonal to the paging mechanism.

Segments are defined by capabilities held within segment lists. Each entry in a segment list specifies an address

space number, a base and limit defining the extent of the segment within the address space, and a set of access

rights. The capabilities in a segment list define the visible regions within an address space.

The addressing environment of a process is defined by a table containing entries known as bases. Each such

entry points at a segment list thereby granting the process access to the segments defined within it. Therefore, at

any point in time, a process may address any of the segments defined by the segment lists in its current table of

bases.

MONADS supports the notion of persistence via the segment abstraction which provides support for large-

grained persistent objects. In this regard, the virtual memory environment of MONADS is much like that of

Multics [49]. Segments are implemented by the innermost core (the kernel) of the MONADS operating system

which runs on top of the bare hardware. The persistence mechanisms are integrated with the operation of the

virtual memory enabling the contents of secondary storage to be used for recovery purposes. The upper layers

of the operating system, which implement the process and module abstractions, use segments to store internal

data structures related to their implementation. Hence, processes and modules are both persistent. The stability

of segments is provided through the virtual memory paging mechanisms in conjunction with a checkpoint

mechanism. In the absence of failure, this enables the system to be restarted using the consistent state produced

at the last checkpoint.

 Clouds

The Clouds system [18, 19] was developed at the Georgia Institute of Technology in the mid 1980's. The first

version of Clouds ran on VAX hardware and consisted of a monolithic kernel written in C. This version was

subsequently abandoned due to its complexity and replaced with an improved design which benefited from the

experience gained during the first attempt. The second version of Clouds is based on a micro-kernel called Ra

written in C++ and running on Sun 3/60s. The basic abstractions provided by Clouds are objects, which abstract

over storage, and threads, which abstract over computation. All data, programs, devices, and resources are

encapsulated in objects, which are purely passive entities. Activity is provided by threads, which execute within

objects.

A Clouds object is a persistent virtual address space which is not tied to any form of computation and is best

suited for the storage of large-grained data and programs. The contents of an object are protected such that

stored data may only be accessed by code within the object. Each object may provide a procedural interface via a



set of entry points at which threads may commence execution. Code accessible through such an entry point is

known as an operation. Each object has a global system-level name which is a unique bit-string that provides a

location independent form of naming. User-level symbolic names are mapped onto system names using a

nameserver. Each Clouds object is implemented as a single-level store that is demand-paged from a backing

store. In this respect, objects are similar to the concept of segments in Multics and MONADS. The backing store

for objects is provided by an abstraction called a partition, which is responsible for managing the paging of

segments to and from secondary storage.

Threads are the only form of computation in Clouds and, unlike objects, are not persistent. They execute

within the context of an object and may manipulate the data within it. However, threads may also move between

objects by invoking an entry point of another object. The invocation mechanism is much like a procedure call

except that the addressing environment of the thread is switched on call and return such that it may only access

code and data within the current object. This is similar to the mechanism provided by MONADS and later

Grasshopper.

The Clouds object/thread paradigm permits multiple threads to execute concurrently within a particular object.

To ensure the integrity of the system, the invocation mechanism is augmented with a consistency control system

[15] that provides semantics similar to nested transactions [44]. It operates by labelling each thread and entry

point with a particular "flavour" of consistency. The supported types are Global Consistency Preserving (GCP),

Local Consistency Preserving (LCP), and Standard  (S). In simple terms, when a thread invokes a particular entry

point, the thread's label changes to that of the entry point and on return, it reverts to its previous value. When a

thread's label transforms in this manner, it has implications for consistency control which depend on the label of

the entry point.

To recap, Clouds supports coarse-grain persistent objects as a basic abstraction. Stability of objects is

provided via the virtual memory system in conjunction with the partition abstraction. This stability mechanism is

similar to that used by MONADS so it is likely that Clouds experiences the same difficulties with resilience of

objects. The persistence model in Clouds does not extend to threads, which must be restarted after failure.

Protection is provided by a capability mechanism, which controls access to various aspects of the system such

as the invocation mechanism.



 Eumel/L3

Eumel, and its successor L3 are part of a long running project begun in 1979 at the GMD in Germany. Unlike the

previous two systems examined, support for orthogonal persistence was an explicit aim of Eumel/L3. As stated in

[37]:

"We did not find any conceptual reason for anything not to be persistent. Obviously all

things should live for as long as they are needed; and equally obviously turning off the

power should neither be connected with the lifetime of a file nor with the lifetime of a local

variable on a program stack."

In Eumel/L3 a computation or task is comprised of a virtual address space and at least one thread that

executes within that address space. Data is kept in data spaces that must be mapped into an address space to be

accessed. Communication is achieved by synchronous message passing between tasks. The sending thread

waits in the kernel until a message is received. The chief advantage of this approach is that no message buffering

is required. As a result of this simple design the communication mechanism is very fast. However, a consequence

of this design decision is that the kernel must be, at least partially, responsible for scheduling and

synchronisation and must understand the layout of address spaces in order to permit the data transfer to occur.

Eumel/L3 employs a global checkpointing regime. Periodically a snapshot, or fixpoint, of the entire state of the

machine is taken which includes the state of all data spaces and threads. The fixpoint mechanism is resilient so

after a crash, programmers need never perform any data recovery nor restart computations. The system restarts

from the most recent fixpoint.

To alleviate the overhead associated with taking a fixpoint, a concurrent checkpoint scheme similar to [28] is

used. The implementers claim that there is virtually no interruption to on-going computations but only if about

30% extra physical memory is provided. This memory is used to accommodate copies of pages that are modified

before they are written to disk. Of course, being a persistent operating system, Eumel/L3 has no file system,

eliminating the need for file buffers and so the extent of this problem may be overstated. Nevertheless,

performance might be improved by employing a finer grain checkpointing mechanism. A process-oriented

scheme such as that used in CASPER [62] or the scheme proposed by Jalili and Henskens [34] would reduce the

need for extra memory by eliminating the need for global checkpoints.

A drawback of this approach is that application programs have no knowledge of shutdowns or restarts.

Consequently they cannot adjust their behaviour to take these events into account. Whilst this is acceptable

and even desirable in isolation, such a scheme can cause difficulties in a networked environment. For example,



since arbitrary time may have passed between restarts, machines may have shut down or application level

network protocols may have timed out.

 Grasshopper

Grasshopper is an operating system explicitly designed to support orthogonal persistence [25] [54]. To this end,

it provides three abstractions, containers, loci and capabilities, all of which are inherently persistent.

Containers are the only storage abstraction provided by Grasshopper. They are conceptually very large address

spaces capable of holding persistent data and are therefore suitable as coarse-grained storage repositories for

fine-grained persistent objects. The data stored within a container may be directly referenced by a computation

using an address relative to the start of the container. In contrast to address spaces in conventional operating

systems, which are inextricably part of the process abstraction, containers can exist independently of

computation. Thus, at certain times a container may be active and support multiple concurrent computations,

while at other times it may be purely passive and void of activity.

The locus is the only abstraction over execution. Loci are scheduled by the kernel and execute within separate

address spaces. The address space of a locus is composed from views of contiguous regions of various

containers called mappings. In the simplest case, the address space of a locus contains a single mapping

allowing it to access the contents of a particular container known as its host. Although each locus executes

within a separate address space, a single container may host many loci allowing them to share the code and data

stored within. A locus is not bound to any particular container and may move to a new host container via the

invocation mechanism. Thus, containers and loci are completely orthogonal abstractions.

The Grasshopper kernel must be able to control access to abstractions such as containers and loci.

Furthermore, a naming mechanism is required to identify a particular container or locus to the kernel when

performing system calls. Grasshopper provides the capability abstraction for this purpose [21]. A capability is

conceptually a typed reference to an instance of a kernel abstraction combined with a set of access rights. The

rights determine the operations that the holder of the capability may perform on the referend. Capabilities may be

held by both containers and loci and are stored in a list associated with the holder. Capability lists are maintained

within the kernel to prevent forgery.

Mapping is a viewing mechanism used to compose address spaces from regions of other address spaces. In

particular, mapping allows a contiguous region from one address space to be viewed from within a region of the

same size in another address space. Changes made to data visible in either region are immediately reflected in

both regions. Grasshopper provides two forms of mapping, container mapping and locus mapping. Container



mapping allows the address space of a container to be composed from the address spaces of other containers.

Since the address space of a locus is composed of regions mapped from the address spaces of various

containers, any mappings affecting these containers will also be visible to the locus. For this reason, the effect of

container mappings is said to be global. In contrast, locus mapping allows loci to install private mappings to

container regions within their address spaces. These are typically used to provide access to per-locus data

structures such as stacks.

From an external view of the Grasshopper system, it appears as if all data is stored within containers. In reality

however, the actual data is maintained by managers [22]. A manager is a distinguished container holding code

and data to support the transparent movement of data between primary and secondary storage. They are the

only component of Grasshopper in which the distinction between long and short-lived data is apparent. To

support the implementation of various different store architectures, managers have control over the virtual

memory system in a similar manner to external pagers in micro-kernel operating systems such as Mach [3] and

Chorus [57].

A final aspect of the Grasshopper system is its consistency model. The kernel performs lazy causal

consistency tracking between loci at a page granularity [23]. This is achieved by the kernel tracking page faults

and maintaining inter-locus dependency information. When a locus makes a resilient copy of its state, known as

a snapshot, a dependency matrix describing its dependencies on other loci is recorded on non-volatile storage by

the kernel. Using this information at recovery time or from transient data structures, the kernel can always

determine the latest consistent global state. It is this state that is restored in the event of a failure or shutdown.

Whilst meeting its original design goals, like the other systems described in this section, Grasshopper

suffered from a number of problems. These are examined in more detail in Section 4, which uses Grasshopper as a

case study.

4. Problems with Operating System Support for Persistence

Being designers and implementers of Grasshopper the authors have a much more detailed understanding of its

good and bad points. For this reason, we will use Grasshopper as a case study to throw light on the problems of

providing direct support for persistence in the operating system. It should be stressed that we do not believe

Grasshopper to be any better or worse than any of the other systems described in Section 3.

One of the design goals of Grasshopper was to permit multiple store architectures to coexist on the same

machine without changing the operating system. This was motivated by the desire to permit experimentation with



different storage architectures. To fulfil this requirement, the concept of a manager was developed to provide

user-level control over the storage of persistent data. Since each container can have its own manager, many

different store architectures can co-exist within the same system allowing each application to manage its

persistent data in the most appropriate manner.

The problem with managers, and with external pager mechanisms in general, is that moving control over the

virtual memory subsystem out of the kernel and into a user-level server adds to the latency with which page

faults can be serviced [50]. In the best case when the required page is already resident, it is necessary to call and

return across the user-level/kernel boundary three times. Each time this occurs, certain registers must be saved

and restored and capabilities must be checked to enforce protection. In the worst case when the page must be

retrieved from disk, five boundary crosses are required. Although the cost of the disk I/O far outweighs the cost

of the boundary crosses, it represents a significant overhead that could be better spent running other loci.

Another source of inefficiency is the duplication of information within managers and the kernel. The most

notable example of this involves the virtual address translation tables. Within the current implementation of the

Grasshopper kernel, this information is effectively stored in three separate locations. Firstly, the information is

held within the three-level hierarchical page tables (termed contexts) used by the memory management hardware.

These contexts are typically sparsely populated making them expensive to maintain on a permanent basis.

Therefore, a fixed-size pool of memory is used to cache the most recently used contexts. Since contexts merely

cache recently used address translations, a permanent record is maintained by the kernel using local container

descriptors (LCDs) [39]. An LCD represents a mapping from container addresses to physical addresses and

contains an entry for every resident page of the container with which it is associated. Each LCD stores address

translations very concisely within an extensible hash table. During the resolution of page faults, managers enter

address translations into the appropriate LCDs via a system call and the kernel uses this information to create

corresponding context entries when required. It was originally intended that the presence of an LCD entry for a

particular page would stop the kernel from notifying the manager to resolve future faults on the same page.

However, this policy prevents managers from using page faults to implement transactions. Therefore, the current

implementation passes all faults on a page through to the manager, requiring them to track the current set of

address translations. Although they can obtain this information using a system call to query the appropriate

LCDs, it is more time-efficient if a separate hash table is maintained within the manager.

In order to address some of the protection problems described in Section 2, a Grasshopper container may host

many loci simultaneously. When this occurs, the host container forms the basis for the address space of each

locus. However, since a locus can privately map regions from other containers into its address space, it is



necessary for loci to have separate address spaces. Restating this in another way, Grasshopper does not provide

a way for two loci to share the same address space other than by arranging for them to share the same set of

mappings. Thus, when context switching from one locus to another, the virtual address space must also be

switched to that of the new locus. This is unfortunate since loci were intended to be extremely lightweight

processes somewhat akin to threads, although in this implementation they are forced to use a heavyweight

context switch much like conventional processes.

The Grasshopper system suffered from several problems associated with locus synchronisation. Frequently

these were caused by management conflicts between the kernel and user level. For example, when a locus enters

a container for the first time, the kernel must lock part of the container in order to perform a few atomic operations

associated with stack creation. However, portions of the container may have been locked by other loci making it

impossible for the invocation to take place atomically. This conflict is caused by a combination of inappropriate

abstractions and kernel policy decisions.

Whilst the Grasshopper consistency model did not cause any interference at user level, it did impose a causal

consistency model on all loci whether they required it or not. It therefore added run-time overhead to all

computations running under Grasshopper. Furthermore, it added complexity to all container managers which

were required to interact with the consistency protocol and recovery mechanism.

 Suitability of Abstractions

All the operating systems examined in Section 3 provide abstractions designed to support persistence. This

approach has been motivated by a desire to bridge the semantic gap between the abstractions offered by

conventional operating systems and those required by persistent application systems. The difference in these

approaches is shown in Figure 1. Figure 1(a) shows the traditional approach to operating system construction

where the kernel exports interfaces to the abstractions it implements. These traditionally include files and

processes. Implementing persistence using this approach requires the implementer to construct an often complex

virtual machine to deliver appropriate abstractions to the persistent application system. If more than one

persistent system is constructed on the system, much of this functionality will be duplicated. This has motivated

a desire to provide explicit support for persistence at the operating system level. The systems described in

Section 3 all follow this approach.



Figure 1(a): Figure 1(b)

Traditional OS Model Persistence oriented OS Model

In these systems, the abstractions supported by the traditional kernel are replaced by a different set of

abstractions, for example, in the case of Clouds the abstractions are objects and threads and in the case of

Grasshopper, they are containers, loci and capabilities. Like the abstractions provided by traditional operating

systems, the appropriateness or otherwise of these abstractions for the application system being written is

irrelevant. The implementer of the persistent application system must work with whatever abstractions are

provided by the kernel. This has two consequences, firstly any expense associated with inappropriate

abstractions must be borne by the application system. For example, in Grasshopper all applications must pay for

the causality tracking mechanisms implemented in the kernel. Secondly, the runtime-system writer must

implement the abstractions that are required, possibly using inappropriate building blocks.

In general, the approach of providing direct operating system support for persistence suffers from three

identifiable problems:

1. The abstractions supported by the operating system can never be appropriate to all persistent

application domains.

2. The operating system interface can never exactly match the requirements of all application

systems: this results in inefficiencies and complexities in application systems which are not

inherent to the system but are an artefact of implementation.

3. The operating system policy can never match the requirements of all application systems,

again generating complexity not inherent in the applications.

If the abstractions provided by an operating system are inappropriate to a persistent application system, it is

extremely difficult to implement that system efficiently. This is the situation observed when attempting to

implement persistent application systems above conventional operating systems. However, even if appropriate

abstractions are provided, an appropriate and fast interface to those abstractions must be provided. For example,

in Grasshopper the LCD abstraction is appropriate, but the cost of calling into the operating system makes it



expensive. If a shared memory interface had been provided, the utility of LCDs would be greatly enhanced.

Finally, if the policy implemented by the kernel is inappropriate, this increases application complexity. For

example, in the CASPER system, the page eviction policy dictated by the Mach kernel increased the system

complexity enormously.

For the above reasons we now believe that the operating system should not provide abstractions to support

persistence. Instead, it should provide basic abstractions and policy-neutral building blocks from which efficient

application systems may be constructed. An alternative operating system architecture is shown in Figure 2

below in which the abstraction-oriented kernel-user level interface has been replaced by a much lower level

interface. Rather than providing abstractions, the kernel does little more than to multiplex the hardware and

provide some very basic protection-oriented building blocks from which high-level protection mechanisms can

be built. The abstractions with which applications programmers are familiar are composed from a set of libraries.

The application program may choose to be totally dependent on these libraries, thereby isolating itself from the

kernel interface, or it may access the kernel directly. Some of the libraries will be concerned with persistence and

some with more mundane functions such as maths operations. The goal of the operating system provider is to

engineer an interface that takes no stance on any operating system policy to provide the maximum degree of

flexibility and efficiency.

Figure 2: Desirable situation

Some may ask if the operating system kernel is to be minimal, why bother having one at all. There are two

reasons: multiplexing and protection. If a machine is to be shared by more than one application system, some

central mechanisms need to be provided to permit sharing of resources. The second reason is protection. If

multiple application systems exist on a platform and they need to be protected from each other, a kernel is

required. Without either of these requirements, the application could be linked with the operating system kernel

to form a single executable image containing no interfaces.

The goal of providing a flexible set of policy free building blocks from which high-level mechanisms can be

built does not shed any light on what the building blocks should be. However, this question has been the



subject of much recent research in operating systems. In the next section we examine some of the more influential

operating systems architectures.

5. Current Approaches to Operating System Design

Over the past few decades, a variety of approaches have been used in the construction of operating systems.

The modern trend is towards smaller kernels in which the application programmer is provided with ever-

increasing levels of flexibility. This has been brought about by the separation of mechanism and policy wherever

possible and by providing simple abstractions that mimic the functionality of the hardware rather than high-level

abstractions that are overly general. In this section we examine a number of operating system architectures and

discuss their relative merits. From this review, we have drawn a number of conclusions on which we have based

the design of our new kernel architecture.

 Monolithic Architectures

Many regard the monolithic kernel design, typified by OS360, VMS, VME and Unix systems, to be the progenitor

of modern operating system architecture. Its basic premise is to abstract over the machine hardware to provide

high-level abstractions. Monolithic architectures have three different classes of problems associated with them.

Firstly, as we have demonstrated above, the high-level abstractions provided by monolithic systems, such as

Unix, are inappropriate for the construction of persistent systems. This is evidenced by the sheer size of the

persistent systems (for example Napier88 [43], PS-algol [1] or Pjama [6]) that have been implemented using them.

Much of the complexity of these systems is due to the engineering of idealised virtual machines above

inappropriate platforms.

Secondly, the evolution of monolithic kernels is extremely difficult due to the combination of poor internal

structuring and monolithic nature. This has two effects. Firstly, it makes the maintenance and development of the

kernel difficult due to numerous complex interactions between internal modules. Secondly, it makes the field

enhancement of kernels that are in use extremely complex. This can be seen in the complexity of utilities for

installing patches such as drivers into Unix kernels.

Thirdly, since all of the kernel modules typically reside within the same address space, a bug in one of the

modules can bring the entire system down.

By contrast a system structured from separate components may be more easily maintained by developers,

extended in the field and exhibits better resiliency characteristics than monolithic designs.



 Micro-Kernel Architectures

The micro-kernel architecture was devised to solve some of the problems inherent with monolithic systems. The

rationale behind its design is to separate mechanism from policy allowing many policy decisions to be made at

user level. This goal is typically realised by building a kernel that supports only a small number of abstractions

such as threads, address spaces, and inter-process communication. These abstractions can be composed to

build user-level servers that implement common services such as file systems, processes, and virtual memory.

Examples of micro-kernel architectures include Mach [3], Chorus [57], Amoeba [26, 47], V [16], Choices [11],

Psyche [59], L3/L4 [37], and Arena [41].

The most notable effect of the micro-kernel design is to separate the implementation of the system into

smaller, more manageable pieces in the form of the kernel and the user-level servers. This arrangement greatly

improves the modularity of the system and allows individual modules to be replaced if necessary. Because of the

modular design, the reliability of the system is increased since faults are isolated to individual modules. For

example, a file system crash would not bring down the entire system as it would in a monolithic architecture.

Instead, the file system server can simply be restarted.

Micro-kernels are undoubtedly a step in the right direction towards addressing the problems with monolithic

architectures. However, in solving some problems they have introduced others and have yet to demonstrate

compelling advantages over monolithic designs. For instance, the introduction of user-level servers to implement

high-level policy does not offer significantly more flexibility than monolithic kernels. This is because the server

processes are typically crucial to the operation of the system and cannot be replaced without the necessary

privileges. In addition, many micro-kernels do not give user-level servers ultimate control over the hardware. For

example, in Mach it is possible to build external pagers at user level which are capable of exploiting application

specific knowledge. However, certain important decisions such as which pages to replace are made within the

kernel. The challenge for OS designers is to provide sufficient flexibility at user-level without compromising the

security of the system.

Performance has also proven to be a problem in many micro-kernels due to the increased modularity [50].

Since much of the functionality of systems such as Mach resides outwith the kernel, there is an increase in inter-

process communication and interactions with the kernel compared to a monolithic design. As Anderson notes

[4], crossing from one protection domain to another is a relatively expensive operation that is not getting faster

as the speed of machines increase. Therefore, IPC and system call performance can be a serious bottleneck in

many micro-kernels. However, by way of contrast, Liedtke claims that the inefficiency of micro-kernels and their

abstractions is largely to do with poor implementation [37]. His own micro-kernels, L3 and L4 in particular, have



demonstrated that it is possible to build extremely efficient thread and IPC mechanisms through clever use of the

hardware provided.

 Customisable Kernels

A competing approach to the micro-kernel operating system paradigm is the idea of providing a minimal kernel

that may be dynamically specialised to safely meet the performance and functionality requirements of

applications. The best example of this approach is SPIN [9]. The SPIN system consists of a set of core system

services such as memory management and scheduling, and a set of extension services that enable developers to

customise the behaviour of the operating system. Customisation is achieved by loading extensions into the

kernel where they are integrated with the existing infrastructure. The security of loaded extensions is guaranteed

by requiring them to be written in Modula-3 [48]. The strict modularity and strong type system enforced by the

language prevents extensions from accessing memory directly or executing privileged instructions unless explicit

access is provided through a module interface. Loaded modules execute in kernel mode in response to system

events such as exceptions or system calls. All events are declared within Modula-3 interfaces and can be

dispatched with the overhead of a procedure call.

The customisable kernel approach suffers from a number of problems. Firstly and most importantly, ensuring

the security of the kernel against malicious or erroneous code is difficult. Systems generally use one of three

techniques: the use of code digitally signed by a trusted compiler, the use of an interpreter in the kernel, or the

inspection of code when it is loaded into the kernel. All of these techniques add some complexity to the kernel

since checking must be performed. Another problem with this approach is that it is hard to provide a

customisable kernel without having some abstractions with which the extensions interact. To some extent, this

approach is at odds with the idea of replacing abstractions with policy-neutral building blocks.

 Library Operating Systems

Due to the inadequacy of conventional operating systems, including those based on micro-kernels, a new style

of operating system has recently come to light. The goal of these new systems is to allow all policy decisions to

be made at user-level. Kernels should contain only those mechanisms that must be implemented securely. The

majority of traditional operating system functionality is implemented at user-level and can be changed on a per-

application basis. Applications that do not require custom made facilities are simply linked with standard libraries

implementing common operating system interfaces such as POSIX. Tailoring the operating system to exploit

application-specific knowledge is simply a matter of linking against a different library. The result is a system in

which each application may potentially be running a completely different operating system. Since all of the



typical services and abstractions are implemented within user-level libraries, the term library operating system

has emerged to describe systems of this nature. There have been two independent, but related, approaches to

library operating systems: the exo-kernel approach and the cache kernel approach. These approaches are

described in the following sub-sections.

• The Exo-Kernel Approach

The philosophy behind exo-kernels, as typified by Aegis [29], is that abstracting over the hardware resources is

the wrong approach for an operating system to take. No matter what abstractions an operating system provides,

they will always be inappropriate for some class of applications. Therefore, rather than provide a plethora of

abstractions, an exo-kernel aims to export the hardware resources directly, its only responsibility being the

secure multiplexing of resources. For example, the resources exported by Aegis include physical memory (divided

into pages), the CPU (divided into time slices), disk storage (divided into blocks), TLB entries, and interrupt/trap

events. Thus, in contrast to monolithic and micro-kernels, the interface to an exo-kernel is non-portable.

However, this is not seen as a problem since portability can be achieved by providing a standard set of libraries

that implement portable interfaces such as POSIX. The only difference between this arrangement and that of a

monolithic design is that the portability boundary no longer coincides with the kernel interface. The advantage

of this is that specialised applications such as database systems, language run-time modules, and garbage

collectors can replace the standard interface and work directly with the hardware to achieve optimal performance.

Allowing the functionality of the operating system to be tailored on a per-application basis addresses many

of the needs of persistent systems implementers. The only issue is how to expose the hardware resources in a

secure and efficient manner to make the provision of such flexibility feasible. In Aegis, security is controlled

using secure bindings implemented by associating each resource with a password capability [46] that determines

the rights of its owner. Every time a resource is used, Aegis checks the rights encoded within the associated

capability. Previously allocated resources are reclaimed using a visible revocation protocol in which applications

are notified of a resource shortfall and may make their own decisions as to which resources to relinquish. To

protect itself against recalcitrant applications that either refuse or take too long to comply with requests, Aegis

also employs an abort protocol in which resources are forcibly reclaimed.

One of the effects of providing such a low-level kernel interface is that the frequency of system calls may be

increased. Thus, implementing higher level abstractions such as threads or address spaces may incur the

overhead of several system calls per higher level operation. This overhead is not present in monolithic- or micro-

kernel-based systems since all of the abstractions requiring access to the hardware are implemented within the



kernel. This problem may be addressed in two ways. As noted in [29] and demonstrated in the SPIN system, the

first way is to allow code implementing higher-level operations to be downloaded into the kernel. Using this

technique, performance critical operations such as thread scheduling or interrupt handling can execute in

supervisor mode and avoid the overhead of system calls. The problem may also be addressed by exposing kernel

maintained data structures and thus obviate the need for (some) system calls.

 The Cache Kernel Approach

Rather than exporting an interface to the hardware as do exo-kernels, the Cache Kernel [17] supports a small

number of primitive abstractions for which all policy decisions are implemented by library operating systems at

user-level. The interface to the Cache Kernel supports three types of object: address spaces, threads, and

descriptors. Each object is represented by a descriptor that is managed by the application (library operating

system) that created it. Descriptors contain the state or meta-data required to realise an object. For example, a

thread descriptor includes the saved register values and a stack pointer for use when handling exceptions.

Applications may load the descriptor for an object into the kernel where it is cached. During this time, the kernel

maintains the descriptor and executes the performance-critical actions supported by the objects. Like most

caches, the insertion of a new entry into the cache may displace an existing entry. Displaced object descriptors

are returned to the applications that own them.

To illustrate the operation of the Cache Kernel consider how an application might control the scheduling

policy of its threads. Applications load thread descriptors into the kernel when their respective scheduling

policies determine that the threads are eligible to run. The Cache Kernel will schedule and dispatch the set of

cached thread objects in round robin fashion, effectively sharing the CPU resources among the active threads.

When a cached thread blocks, its descriptor is unloaded from the kernel and returned to the application that

owns it.

According to Cheriton [17], the approach taken by the Cache Kernel offers three benefits. First, the low-level

caching interface allows applications to control resource management according to any desired policy. Second,

the caching approach prevents applications from exhausting the supply of object descriptors as may occur in

conventional operating systems. Finally, the cache model greatly reduces the complexity of the kernel compared

to previous micro-kernel designs.



6. New Approaches to Operating System
Support for Persistence

In Section 3, we argued the inappropriateness of operating system abstractions for persistence. In Section 5, we

examined current trends in operating systems. Based on lessons learned in Section 3 and from our observations

of the systems described in Section 4, we embarked on the construction of a new operating system architecture.

Like its predecessor, Grasshopper, support for persistence was an explicit aim. However, unlike Grasshopper,

there are no abstractions that directly support persistence, nor is the kernel persistent.

All persistent systems contain some non-persistent functionality. This functionality is required to bootstrap

the persistent system by reinstantiating the necessary persistent data-structures. In the Grasshopper system, the

kernel contained a non-persistent core which reinstantiated persistent kernel data structures. Similarly, in a

traditional kernel, a non-persistent core is responsible for bootstrapping the persistent data structures that

implement the file system abstractions. However, the management of persistent data may be completely moved

out of the kernel resulting in a kernel that is totally ephemeral. This has two added benefits, firstly the kernel is

much simpler and smaller making it faster and more manageable. Secondly, it lessens the amount of meta-data

held in the kernel and therefore reduces the degree of coupling between application level code and the kernel.

The next concern, which guided the design, was the desire to enforce protection domains between different

application programs. As stated earlier, if protection is not an issue, there is no reason why application programs

should not be directly linked with the kernel. However, if protection is required, the kernel must provide some

mechanism for constructing and identifying a protection domain.  Furthermore, the protection mechanism

provided must be synergistic with the hardware. The desire to keep all policy and management out of the

operating system results in the concept of a self-managing protection domain. We therefore espouse the theory

that a self-managing protection domain is all that is required as a building block. Consequently, in our new

operating system, Charm [24], the self-managing protection domain is the only building block supplied to the

application programmer.

In order to support self-managing protection domains, the kernel needs to provide some mechanisms with

which self-management may be implemented. These include communication mechanisms and mechanisms for

providing secure access to the hardware resources supported by the machine.

Communication mechanisms are required so that:

1. self-managing protection domains may communicate with the kernel (for example to securely

access some hardware entity),



2. the kernel may communicate with self-managing protection domains to inform them of events

such as clock ticks, and,

3. self-managing protection domains may communicate with each other.

Secure access is required to all resources provided by the hardware and is the principle reason for the kernel’s

existence. The hardware resources multiplexed by the kernel must include: processor time, physical page frames,

hardware devices, access to interrupts including device interrupts, clock ticks and protection faults. Depending

on the type of hardware, it may also include control over virtual memory. For example, this is necessary on the

Pentium implementation of Charm due to the hardware’s intimate knowledge of page table layout.

The amount of meta-data in the kernel has been kept to a minimum. The meta-data that is in the kernel is

ephemeral and may be viewed from any protection domain. This makes the implementation of both persistent and

mobile computations, as discussed in [20], [12] and [55] much simpler.

The Charm kernel does not support threads since thread support is not necessary and would introduce policy

into the kernel. It does not provide any high level scheduling models, as once again, this would introduce policy.

Instead, it provides a mechanism for multiplexing processor time between protection domains. It also does not

provide any direct device support other than allowing access to the I/O space supported by the hardware.

 Protection Domains

The basic building block provided by the Charm kernel is a self-managing protection domain called an arena. An

arena is an ephemeral protection domain which has an associated fixed set of upcall points. The upcall points are

used to communicate events from the kernel to the arenas. Each upcall point specifies the address of a piece of

code that is activated when an event occurs. If the arena has control of the CPU when the event occurs, the

operating system transfers control to the upcall point in much the same way as a hardware interrupt is delivered

to the operating system. Consequently, the upcall handler is responsible for the preservation of registers, except

for one or two scratch registers whose contents are saved in a globally visible kernel data structure. This permits

arbitrary concurrency mechanisms, such as thread models, to be safely and efficiently constructed at user level.

The Arena upcall points are specified using system calls. The set of upcall points currently supported by the

implementation includes:

1. The activation upcall point, which specifies the piece of code to be called when the arena gets

control of the CPU for the first time.

2. The time slice start (TSS) upcall point, which is called whenever the arena subsequently gets

control of the CPU.



3. The time slice end (TSE) upcall point, which is called when the current processor allocation

ends.

4. A clock tick upcall point, which is used to accept hardware generated clock events.

5. An exception upcall point, which is called when an synchronous exception occurs (including

virtual memory exceptions).

6. An interrupt upcall point which is called when asynchronous interrupts occur.

7. An inter-arena call (IAC) upcall point, which is used for inter-arena communication.

 Managing meta data

As stated above, in order to reduce coupling between the user level and the kernel, the amount of meta-data in

the kernel has been kept to a minimum. To model this, the kernel manages two classes of meta-data: public and

private. Public meta-data is made visible to code running in arenas using a system call (get_kernel_meta_data).

This call returns the address of a public data structure containing a variety of data such as system constants

(e.g. the page size), system variables (such as the number of ticks since system start-up), the time slice array

(described in Section 6.3), the active arena table, the status of interrupt lines (described in Section 6.4) and a view

of physical memory (described in Section 6.5). Making this data visible at user level at low cost (due to shared

memory) obviates the need for a large number of system calls. It also makes the management of arenas simpler

since all pertinent data structures are publicly visible.

In addition to the public kernel data structures, the kernel also maintains private data structures. These are

used to implement security. In the sections below, for ease of description, these are described as being

components of other data structures. In reality, the kernel maintains totally separate data structures to ensure

protection is maintained. For example, the kernel maintains a separate array of capabilities that protect the time

slices described in the next section.

 Multiplexing the CPU

Time is treated as a physical resource by slicing one second into a number of discrete intervals known as time

slices. The number of slices is a kernel configuration parameter4. The kernel maintains an array of time slices,

each of which contains two fields:

                                                                

4 Currently the number of time slices is set to 1000, permitting the CPU to be allocated at the resolution of 1
millisecond. We have no current evidence to suggest whether this is too coarse or too fine a granularity.



1. a public field indicating the identity of an arena which will be given the CPU during that time

slice,

2. a private field containing a capability which protects the time slice.

A system call (ts_bind) is provided to associate an arena with a time slice. Depending on its needs, an arena

may bind itself to a single time slice or a contiguous range of slices. A capability matching the one stored in the

slice must be presented in order for the bind operation to succeed. System calls are also provided for setting the

capability (ts_change_caps) and for disassociating an arena from a time slice (ts_unbind). When the system first

boots up, all capabilities are set to a known value of NO_CAP.

The kernel cycles around the time slice array in response to clock interrupts (or ticks). On each tick, the kernel

determines the arena that is to be given control of the CPU by examining the corresponding time slice. An

example of this is illustrated in Figure 3 in which four arenas are shown. Arena 4 is bound to a contiguous range

of 4 time slices and while it has control of the CPU, the operating system delivers tick  upcalls in response to each

clock interrupt. This continues until the last time slice owned by arena 4 is over and at this time, a time slice end

(TSE) upcall is made by the kernel. This notifies the arena that its allocated time is over and that it should

preserve its state and yield control of the CPU. Naturally, this processing takes a small amount of time, shown as

yield time  in the diagram. Once an arena has yielded control of the CPU following a TSE upcall, the kernel

consults the time slice array to determine the next arena to be assigned control of the CPU and delivers a time

slice start (TSS) upcall to that arena. Following a TSS, an arena has complete control of the CPU.

Figure 3: Multiplexing the CPU

Since the kernel does not preempt running arenas, instead informing them that their allocated time is over

using a TSE upcall, an arena may fail to yield the processor. To deal with this problem, Charm counts the number

of time slices that pass whilst waiting for an arena to yield and this number of slices is deducted from the arena’s

next allocation of CPU time until the “debt” is repaid. If an unreasonable number of time slices pass before an

arena yields, the kernel simply destroys the arena without warning and the slices occupied by it are set back to

NO_CAP.



Thus, the kernel does not preempt arenas other than terminally. This approach makes the arena totally self-

managing, even to the extent of having to maintain register sets. The consequence of this is that user level

concurrency control is simpler, faster and more efficient. It is easier to write efficient thread code and it makes the

creation of mobile and persistent processes much simpler.

We anticipate that most systems implemented using this mechanism will choose to incorporate a user level

scheduler to control the allocation of most, if not all, of the time slices. Consequently, such a scheduler would

manage the capabilities for each of the time slices. This approach has been followed in several library operating

systems such as Nemesis [36] and Arena [41].

 Managing Devices

The Charm kernel does not contain any conventional device drivers. All device code must be implemented at

user level. Once again, the motivation for this is the separation of policy and mechanism. Most device drivers

currently in use contain much policy related to buffering, synchronisation, processor time etc.

In Charm, the kernel maintains an array of interrupt flags visible at user level. When an interrupt occurs (other

than a clock interrupt), the corresponding flag is set by the kernel. If the arena running is registered as a handler

of that interrupt, the arena is upcalled with an interrupt upcall. Otherwise the running arena continues execution

and the handler of the interrupt will service it when it is next scheduled. A similar scheme has been successfully

used in Nemesis/Pegasus [36]. The astute reader will notice that this is a form of pre-emption. However, we view

this as the kernel stealing time from the currently active arena. This also happens when clock ticks occur and

may be regarded as operating system overhead. This is the only computation performed by the kernel that is not

at the behest of an application program.

There are a number of advantages to this scheme. The most important of these, identified by the Nemesis

group [36], is that it avoids devices from swamping the system. In many systems, there is no control over the rate

at which interrupts are taken and consequently the kernel accepts requests that the application code can never

service in a timely fashion. This regime gives the application level control over the servicing of devices and thus

avoids this problem.

Another benefit of this approach is that it does not require applications to be pre-empted on device

interrupts. Instead the kernel notes the interrupt in a piece of stub code and returns control to the currently

running arena. We believe the lack of pre-emption and consequent control over the saving and restoration of

registers to be an important component of the self-managing arena principle.



 Multiplexing physical memory

Physical memory is another resource requiring multiplexing between applications. The control of access to

physical memory is of paramount importance for security. It is also of great importance for the construction of

persistent systems in which providing abstractions over memory is a central tenet. In line with our design goals,

control over memory allocation schemes must be performed in a policy free manner. In particular, application

systems must have control over the allocation of physical memory in order to a) efficiently implement algorithms

and b) interact with hardware devices such as screens.

The Charm kernel treats memory in a similar fashion to time – it models physical memory as a user visible array

of records known as the core map. Each entry in the array represents a page frame of physical memory and is

identified by its location in the array called a page frame number (pfn). Each entry in the core map contains three

fields:

1. A public bit field containing a various reference counts indicating the number of extant

mappings for the page frame.

2. A private field indicating the read capability for the corresponding page frame,

3. A private field indicating the write capability for the corresponding page frame,

4. A private field indicating the management capability for the corresponding page frame.

The read capability must be presented whenever a page is mapped for reading, similarly the write capability

when write access is required. The management capability is required in order to change the read or write

capability for a physical page. With appropriate use of these capabilities, it is possible for a user level manager to

grant controlled access to a page whilst maintaining management of it. The physical pages unused by the kernel

have their capabilities set to NO_CAP at boot time.

 Managing virtual memory

Ideally, an arena should be free to represent virtual to physical mappings in any way it sees fit. In support of this,

modern RISC architectures such as the Power-PC, Alpha, and MIPS, support a software loadable translation

look-aside buffer rather than forcing a particular page table data structure upon the implementer. In such

systems, the implementer is free to represent the virtual to physical mappings using whatever data structure best

suits the application domain. Many of the library operating systems have implemented facilities that expose the

soft-TLB architecture provided by the hardware [8].



However, on the Pentium platform that hosts Charm, the format of page tables is mandated by the architecture

and little software control over the TLB is possible. In order to give arenas as much self-autonomy as possible

and obviate the need to replicate meta data, each arena has read-only access to the page tables that implement

the virtual address space associated with it. As we argued earlier, this eases the integration of persistent and

virtual memory abstractions considerably. However, arenas are not be permitted to create new page table entries

nor change existing entries directly since this would permit users to construct arbitrary mappings which

represents a serious security breach. Consequently, the Pentium implementation of Charm provides three system

calls to manage page tables. These permit user level code to create level 1 and level 2 page tables and to install

virtual to physical mappings. Although we regret the need for system calls to construct page table entries, it is

necessitated by a combination of the Pentium architecture and security considerations.

 Inter-arena calls

The last mechanism supported by Charm is protected control transfer known as inter-arena-call (IAC). Like all

mechanisms supported by Charm, IAC is extremely simple and therefore fast. The kernel mediated IAC requires

the callee to specify a target arena. The current register set and control of the CPU are transferred to the target

arena IAC upcall point.

Should the application level require call and return semantics, these may be engineered by appropriate use of

parameters. If more data than can be transported in registers is required, the application code may construct user

level protocols by passing page frame numbers with their capabilities in registers. This has been used to

construct an efficient CORBA like inter-arena inter-object calling mechanism.

When an IAC occurs, the remainder of the current time-slice is donated to the callee. The donation of time

occurs only for the duration of the invocation; bindings in the time-slice array are not changed by the IAC. In

many cases, this permits a call and return to occur without intervention from either the time-slice scheduler or

any thread level scheduling mechanism provided by the caller or callee. Time slice ends are always delivered to

the arena with control of the CPU. Consequently, if a time-slice end occurs during the processing of an IAC, it is

sent to the callee arena not the caller. This permits the callee to lazily perform any management tasks that may be

necessary due to the new thread of control running within it. If the call and return occurs before a time slice end,

these management tasks need not performed at all. Typically, these tasks include the creation of a new thread for

the computation and perhaps informing a user level scheduler of the increase in concurrent computations in the

arena allowing it to change its scheduling regime. Of particular interest is an arena that contains no running



threads prior to invocation. This situation is somewhat analogous to processes moving from a blocked to a ready

state in a conventional system.

7. Implementing Persistent Application
Systems Using Charm

Having described Charm, we can now describe how persistent systems may be constructed above the Charm

kernel. Since Charm provides a relatively minimal kernel and a policy-neutral set of building blocks, the

implementer of a persistent application is free to choose whatever techniques are appropriate to the application.

This makes Charm conducive to the construction of persistent application systems. For example, it is possible to

efficiently construct a persistent virtual address space, or an object store utilising either hardware or software

address translation.

Perhaps, the most difficult issue to resolve in the construction of any persistent system is how to rebind to

persistent data following a crash or shutdown. Typically, systems will contain a non-persistent fixed point, which

bootstraps the persistent applications. The Charm bootstrap mechanism permits an arbitrary number of binary

images to be loaded along with the kernel. When the kernel is bootstrapped, it creates an arena, known as a

bootstrap arena, for each loaded binary image and binds the arenas into the time slice array. This causes the

code in the arenas to be executed. Since the images may contain arbitrary code they may have arbitrary

behaviour when executed. These arenas form the fixed point for systems running under Charm.

By way of an example, we now demonstrate how a collection of bootstrap arenas may be used to support

persistent processes embodied within arenas. An important observation is that while a process can save its own

state, it cannot entirely recreate its own state. Some external agent is required to create the arena, set up an initial

virtual addressing environment, inject some code into it and set some entry points. These tasks are the

responsibility of the fixed-point known as the resurrector, which is implemented by a bootstrap arena. We

require one other bootstrap arena: a disk driver which is unremarkable except for the fact that it runs at user level

and makes use of the interrupt architecture described in Section 6.4.

The resurrector is responsible for the restoration of persistent processes that have registered with it. It has

functionality similar to the daemon in CORBA systems except that it restores the entire state of a process rather

than merely restarting a program. We will assume that the process being made persistent requests the resurrector

to make it so and that some of the state of the process is on disk (swapped out or on persistent storage) and

some is in main memory.



In order to recreate the state of the process, the resurrector must be informed of: the arena’s entry points, the

root of the virtual addressing environment and the set of physical page frames (and associated capabilities)

required to resurrect the process. This information is contained in a data structure termed the resurrection block .

This is conveyed to the resurrector by the arena performing an IAC into it, passing the page frame number and

read capability for the page containing the resurrection block. This process is illustrated using an example in

Sections 7.1 and 7.2 below.

 Saving the state of Persistent Processes using Charm

Figure 4a shows a running Charm system, which for simplicity contains three processes: a user level process

(which is persistent), the resurrector, and the disk driver. The persistent process manages its own persistence

and we assume that it is writing its persistent data to the disk using one of the techniques described in Section 2.

Since the operating system imposes no policy on the process, it is free to use whatever techniques the

implementer feels is appropriate to the application domain.

Figure 4a Figure 4b

A running persistent application system A checkpointed persistent application system

In Figure 4b, the process has carried out a checkpoint operation, making a non-volatile copy of its state. This

is achieved by the process making an IAC to the disk driver. Note that following the checkpoint, the process is

still running and need not convey its checkpointed state to the resurrector.

In Figure 4c, the persistent application system has created a resurrection block (shown in dark grey). This

contains the non-volatile address of the root of the virtual addressing environment and the non-volatile

addresses of the set of pages written to disk in Figure 4b. The resurrection block also contains the virtual

addresses of the entry points, without which, the arena cannot be resurrected to a self-managing state. In this

example, the set of pages referenced by the resurrection block are coincidentally those active at the time of

registration with the resurrector. In many cases, it is possible to statically identify a smaller set of pages, which



may be used to recover an arena. For example, in the Grasshopper system this was achieved using a single page

containing carefully crafted recovery code along with the entry point(s). However, the choice of the set of pages

contained in the resurrection block is at the discretion of the arena implementer.

Figure 4c Figure 4d

Requesting the resurrector to checkpoint A recoverable persistent application system

In Figure 4d, the resurrector writes the recovery block to non-volatile storage. The way in which the

resurrector performs this is at its own discretion. Since the resurrector is a bootstrap arena, it must either

explicitly write the data, or be capable of recreating its own persistent state. The latter approach was used in

Grasshopper self-managing managers [38]. However, this is resurrector policy and is at the discretion of the

resurrector implementer. Following the writing of the resurrection block, the process state is totally recoverable

and may consequently be recreated following a crash or shutdown.

 Recovering the state of Persistent Processes using Charm

On bootstrap, the Charm kernel creates arenas for, and starts executing, the bootstrap arenas. In our example, the

resurrector and the disk driver will automatically be started. As shown in Figure 4e, the first task of the

resurrector is to recover the resurrection blocks describing the processes requiring resurrection. Next, the

resurrector recovers the pages necessary to recreate the self-managing arena. This is achieved by reading the

necessary pages into pages which it manages as shown in Figure 4f. At this point in time, all the information

necessary to (re)create the self managing arena has been recovered from non-volatile storage.



Figure 4e Figure 4f

Following a shutdown The resurrection process in progress

Next, as shown in Figure 4g, the resurrector creates a new arena which is an exact clone of the process

running in Figure 4a. Firstly, this requires the entry points to be set using the values extracted from the

resurrection block. Next, the virtual address space must be set up. This is possible since the resurrector knows

which pages are resident (since it has just created them) and knows where the root page table is. The capabilities

associated with each page must be set so that the arena can manage them once it is operational. The simplest

approach is for the resurrector to set the capabilities to the values contained in the resurrection block. Finally,

the newly created arena must be allocated some time-slices to permit it to execute. The resurrector will commonly

achieve this by interacting with a user level scheduler. Alternatively, in this simple example, the resurrector could

donate some of its own time-slices to the newly created arena.

Finally, as shown in Figure 4h, the arena needs to be informed of its resurrection so that it may perform any

application-oriented recovery that is required. This is shown by the resurrector performing an IAC into the newly

established arena. Note that this is not strictly necessary since the arena will be sent an activate upcall when it is

first given control of the CPU.

Figure 4g Figure 4h

Recreating the arena The completed resurrection process



This example shows how a persistent process may be implemented using the building blocks provided by the

Charm architecture. This scheme is only one of many ways in which persistent architectures may be constructed.

It is possible to construct much more sophisticated architectures than the one described here. In particular, if the

persistent processes and the resurrector are more tightly coupled, for example by sharing knowledge of the

format used to store snapshots on disk, a more sophisticated recovery regime may be used. To illustrate, if the

disk driver were replaced by a more sophisticated component such as the log-structured storage manager used in

Grasshopper [32] and Lumberjack [33], a more sophisticated recovery scheme could be employed. This

represents the introduction of policies and conventions at the architectural layer implemented above the kernel.

How best to do this is a separate area of research.

8. Conclusions

In this paper we have examined operating system support for the construction of persistent systems and observe

that inappropriate operating system abstractions have hindered their development since their inception. That

conventional operating system abstractions are inappropriate for the construction of persistent systems and

database systems has been known to many for a considerable period of time [61] [13]. The major hurdles

encountered are:

1. That no widely used operating system provides sufficiently flexible mechanisms to enable the

hardware facilities to be exploited to their full potential in order to manage persistent objects

and their inter-relationships.

2. The abstractions provided with which to construct resilience mechanisms do not provide

enough control over when and where data is written to persistent storage nor over the

buffering or caching policies that are implemented. Thus they are unsuitable for the

construction of persistent systems.

3. The mechanisms for the construction of independent concurrent activity presume that

processes are not persistent. The construction of persistent processes is hindered by

inaccessible process meta-data, process naming mechanisms and inappropriate protection

mechanisms.

The inappropriateness of these mechanisms and abstractions have led some researchers (including ourselves) to

construct operating systems whose abstractions were (intended to be) ideally suited to the construction of



persistent application systems. However, experience gained from implementing and experimenting with these

systems has shown that the abstractions provided by these operating systems also suffer from deficiencies. In

particular, there is often a problem impedance mismatch between the abstractions provided by the operating

system and those required by the persistent application system.

A new thrust in operating systems has been the movement towards operating systems that do not provide

any abstractions. Instead, these systems do little more than multiplex the hardware and provide some basic

functionality from which security mechanisms may be constructed. Amongst their many appeals are: the ability

to construct application systems in whatever manner is appropriate, low kernel/user-level coupling, ease of

constructing synchronisation mechanisms and the ability to implement in an environment that is free of

operating system imposed policy.  In this paper we have described a new operating system, called Charm, which

embraces this trend in an attempt to construct an ideal platform on which persistent application systems may be

constructed.

The Charm operating system addresses many of the problems highlighted in this paper and attempts to offer

an ideal platform for the construction of persistent systems. The Charm kernel does not provide any thread or

process abstraction. Instead, self-managing addressing environments are provided from which arbitrary

concurrency models may be constructed. This makes user level concurrency control mechanisms both easier to

write and more efficient thus making the creation of mobile and persistent processes simpler.

The sharing and protection of data within these addressing environments are under the complete control of

the application programmer. In particular, page faults are efficiently vectored to the self-managing protection

domains permitting access violations to be handled efficiently. This considerably reduces the boundary crossing

problems associated with both external pagers and Grasshopper managers. Virtual address space management is

further improved by permitting secure user-level access to the page tables. This has the dual benefit of reducing

the amount of duplicated meta-data and removes the need for a considerable number of system calls.

Since all device drivers are implemented at user level it is possible to write device drivers whose policies are

suited to the application systems being executed. This is in stark contrast to conventional systems whose device

drivers contain much (fixed) policy related to buffering, synchronisation and caching. Similarly the system

provides much flexibility over scheduling regimes and how interrupts are processed.

The Charm kernel has been implemented and runs on the Pentium architecture. It consists of 5000 lines of C++

and 800 lines of assembler and compiles into an executable image 90KB in size. We are currently implementing

various user level device managers, experimenting with concurrency models and implementing various

persistence models above the kernel. We hope to be able to report on these in the near future.
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