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Distributed Computing Technology

In the next two lectures......

Explain distributed computing
Examine a real application

Review distributed computing technology

focus on distributed objectcomputing with CORBA

Distributed Systems: Concepts and Design, George Colouris, Jean Dollimore &
Tim Kindberg, Addison-Wesley, 1994, ISBN 0-201-62433-8

CORBA Fundamentals and Programming, Jon Siegal, John Wiley,
ISBN: 0-471-12148-7, April, 1996 :

CCopmight Andrew Herber 1997 —

[ pistri Systems 2 ~v||
L Copyright Androw Hesben 1607 <

What'’s the real business challenge?

Coping with change

*

| Distrbuted Systems

£Copyright Ancrw Hefoert 1087 1

The pressures for change

Political, economic, social, and technological...

< Globalization

Rapid organizational change

Increased customer expectations

i

Inexpensive computing and telecommunications

3 Tll

[ Distrib d Systems 4 _’|I
£Copyright Androw Herbert 1957 _




Coping with change

*+ Thekey is

- build on existing functional systems

- provide new services to meet changing business needs
* Use networks to interconnect systems

LANs interconnected by backbone WANs

« Different parts of the system can evolve independently

this requires standards for interoperability

Portability can be useful to enable functions to mgrate from one computer to another

r—— 5]

Y
Copyight Andrew Herbert 1997 ] |

Architecture
« Looking at systems in high level terms
- design principles
framework of components

- interface specifications

assembly rules

* Hereis a simple architecture for distributed systems

User interface \‘ User Logic Imcmmzmmm roml _W_io. “ “ Info m.oBmmJ
| Distrib d Systems 6 T
£ Copyright Andeow Herbort 167 r

Gartner models for distributed computing

Distributed look and fees for windows)

User Interface _ User Logic Business Logic _ Info Access ‘ Info Storage
Remote Presentation (intelligent workstation)
Rc’mQ Interface User Logic Business Logic ~ Info Access _ Info Storage _
Distributed business fogic (shared applications)

User Interface _ User Logic _m._m_:omm Logic _ _ Info Access ‘ Info Storage

Remote data access (shared information)

User Interface W User Logic T:m_:mmm Logic “ y info A ~ Info Storage

Distributed database (data integration)

“ info A _ Info Storage ;

T:mmsomm Logic

User interface * User Logic

[ Distioutea’s 7]

TCapyight Andrew Herberl 1987 | 4 |

General issues for distributed systems

< Scalability
- can the system expand as needed?
can the system be deployed in small and farge configurations?

* Interoperability
- can the system interwork with other systems?
* Dependability
can the system be made reliable?

can the system be made secure?

* Internationalization
can the system be deployed anywhere in the worid?

Y
©Copyright Andrew Hedbont 1967




Applications of distributed systems A Real Distributed Application: Scottish HYDRO

Backend systems

] . Inverness
+ Diverse business areas
Uniform GU! S
. Single image Information broking
Airline reservations Local smarts L o

NN
Retail point-of-sale MM_MMHQ. Dualled customer ™. *
support system TN

Agents pportsy .

Banking

Accounts

Command and control (military, emergency services, air traffic control)

- Telecommunications (network switching control, network management)

... and many more

|

[ Distributed Systems 3 Tll Distributed Sy 10 |
© Copyright Andeow Haibert 1957 | 1 Copyright Aacew Herbent 1957 1 —

Distributed systems technology ~Inherent features of distributed systems

+ Separation: physical and logical dispersal

+ CORBA from the Object Management Group (OMG)
+ Diversity: many types of machines in the same system

*  DCE from the Open Software Foundation (OSF) * Legacy: evolution and interworking of existing systems

o Distributed OLE from Microsoft = Scalability: low cost of computing per machine

* Decentralization: no single point of control

= Other proprietary technologies (e.g., message queues, remote SQL database

access) + .. these differences are fundamental

Distributed Systems 11 _|||| I' Distributed Sy 2 |
2 Copyright Androw Herbert 1997 _ £Copyright Androws Hesbedt 1967 _ _




¢

Transparency for distributed systems
These inherent features make distribution complex for the application programmer

Keep distributed systems code separate from applications code
=> the distributed systems technology should make network issues transparent
- using programming abstractions

- mask complexity but retain control

| istrib d Systems 5\_|||
Copight Androw Herbert 1587 |

Abstraction #1: Remote Procedure Call in Distributed Systems

.

S
i

[ pistrib d Systems 14 _||
< Copyright Ancrmw Herbert 1997 —

L]

In this segment

Explain the function of remote procedure call (RPC) in distributed systems

Explain the importance of understanding RPC execution semantics

[ Distriouted Systems 15 _ll
= Copyright Andrew Herberl 1667 _

&

Remote Procedure Call (RPC)

Local procedure call can be transformed into a remote procedure call

Caller

Caller Network

< Stub 4’ Stub

Callee

Callee

The caller is the client, the callee is the server

[ Distrbuted Systems 16 _[|||
£ Copyright Ancem Herben 197 1




Caller Waits for Callee

Remote procedure calis are normally synchronous..

!
o I
'

... just as in a local procedure call

The difference is how long you may have to wait

SCopyright Ancrew Herbed 1987 | ’ |

Stubs in RPC

The stubs in RPC are responsible for packing and unpacking the call parameters,
and the call results

- this is called marshalling (A,C) / unmarshaliling (B,D):

-

Do~ «—C

Stubs must allow for the fact that client and server may be machines of different
types

Y
T Copyright Anidrew Hetbert 1557 _ _

Differing data representations

For example, integers may be represented differently (byte-ordering)

CPU Ordering

Intel 80x86 b0 b1 b2 b3
Digital PDP-11 b2 b3 b0 b1
Digital VAX-11 b3 b2 b1 b0
Motorola M68K b3 b2 b1 b0

... and there are also different representations for floating-point and other types

I oistri d Systems T
£Capyright Andeew Horbert 1967 ~

RPC and transparency

Different data representations must be allowed for

There are three basic possibilities, only two of which scale
...a single canonical ‘on-the-wire’ representation

...‘receiver-makes-right’

...'sender-makes-right’
Stubs can handle the different data representations transparently

It is worth considering whether RPC couid be transparent...

..s0 that all remote procedure calls looked like iocal procedure calls
|

Distributed Systems 20
= Comyright Andrew Herbert 1957




Remote Procedure Call Isn’t Local Procedure Call

In an ordinary local procedure call you need not be concerned about independent
failure of client and server

... in a remote procedure call you must be able to handle this

Ultimately, it is impossible to hide failures

... therefore, remote procedure call cannot be made fully transparent

There is no way of avoiding this issue. The conclusion is:

Design for distribution - assume remote procedure call as much as
possible

| istributed Systems 21 _IIII
CCopyright Ancraw Hrbert 1997 ﬁ

RPC execution semantics

¢+ This is reflected in the request reply exchange, which may be
at-least-once
at-most-once: the realistic case

exactly-once: the ideal case

* An RPC system may offer a choice of the above

ditferent RPC products offer different choices with different defauits

| Distributed Systems 22 _||
£ Capynght Andrew Harbert 1967 _

At-least-once RPC semantics
At-least-once semantics are appropriate for operations that have the same effect
when invoked more than once
- these are called idempotent

For example
“add 50 units to stock level” is not idempotent...
- .. “set stock level to 100 units” is idempotent

OSF DCE allows you to specify an operation as idempotent
it will be executed more efficiently
... but DCE does not support at-least-once semantics at all!

At-least-once has a straightforward implementation
- ‘retransmit until acknowledged’

[ Distriouted Systems 23 _Il|
£ Copyright Andrew Herbert 1987 1

At-most-once RPC semantics
* At-most-once RPC semantics are appropriate for non-idempotent operations

» Clients must allow for operation not having occurred

i.e., after failure go back and check to see if the server did the last operation
» Sometimes described as best-effort

+ Trivial implementation (‘fire and forget’)

in practice, retransmit until acknowledged, with duplicate suppression (via sequence

numbers in messages)
| Distributed ITII
= Copyiht Anceew Hebar 1567 t Di Systems 24




Exactly-once RPC semantics

At-least-once + At-most-once = Exactly-once

Straightforward implementation under normal conditions...
‘wait for acknowledgment’
... in practice, periodic retransmission and duplicate suppression
... much harder under failure conditions

- requires either replication or persistent logs

- still an active area of research; some commercial solutions are available

€Copight Andrew Herbet 1957 ]

RPC in the communications protocol stack

* RPC is the iowest level building block of a distributed system

Transparency 7 Application
Upper Layers ]
(Distribution) Stubs 6 Presentation
RPC 5 Session
4 Transport
3 Network
Lower Layers 2 link
{Networking) inl
1 Physical

¢ RPC is a general purpose protocol - it is not a replacement for optimised protocols

{e.g. for bulk transfer)
[ Dietbuted _
o —— | D Systems 26

Abstraction #2: Threads
RPC is blocking - wait for the reply
- how can we avoid end-to-end delays?

Use threads to overlap RPC and
- local processing, local I/O, other RPCs

Synchronisation becomes an issue
Error handling needs to be treated carefully
fork

Abstraction #3: Object Request Brokers

» Using RPC to distribute OO programs

* ORB = RPC + threads + local object management

« Interface Definition Language (IDL)

* Object Services

| istributed Systems 28

€ Copymght Ancrmw Hetber 1997 ]
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The OMG’s object management architecture
— »Application Objects ~ Comnion Facilities™ ~.

' &x@wm‘

OMA Object Request Broker CORBA

The ORB “standard” is the OMG “Combined ORB Architecture” (CORBA) specification
Objects are Object Services, Common Facilities, or Application Objects

In this segment

| istributed sy 2 |

£Copyright Ancrew Herbest 1997 |

Interface Definition Languages

Explain the purpose of interface definitions

- an abstraction to hide RPC marshalling

Explain how to write service specifications in CORBA IDL (Interface Definition
Language)

Explore the basic constructs of CORBA IDL

Distributed

i |

I
< Copymight Andrew Hetbect 1967 r

Interface Definitions

Interface Definitions are a ‘contract’ between service provider and service user
client object -> ORB -> server object

Each side of the interface, and the ORB,abides by the contract

A complete contract would define the interface’s

- type
behaviour

- characteristics (for example, quality-of-service)

CORBA IDL intentionally only defines interface types

[ Distriouted Syst 3t |

Copyright Andeow Horber 1567 1

CORBA Interface Definitions

Contain only definitions and declarations
- no statements

..they cannot be executed
- .. they are ‘sophisticated header files’

... they are compiled to produce

Support many programming languages (C, C++, Smalltalk, Ada,...) from one interface
definition

any programming language for which there is an IDL language mapping

I Distributed Syst 32 _ll
& Copyright Andrew Hetbert 1567 _’ s ystems




CORBA IDL in a simple build process
IDL Interface

ClientStub ServerStub (skeleton)

ClientCode ServerCode
ORB Library

i Compile &
Copple & it
Client program Server program

| Distributed Systems a3 _‘
2 Copyright Ancrew Hacbert 1397 _

CORBA applications and interfaces

= One CORBA application can

use many IDL interfaces (as a client)

implement many IDL interfaces (as a server - an object implementation)
* One CORBA interface specification can

be used by many applications

- be implemented by many applications

—

#Copymght Andrew Herbent 1957

Distributed Systems 34 T||

A simple service in CORBA IDL

-+ This looks rather like C++
interface Echo {
// Comment lines start with two slashes

string Echo (in string Message);

string Reverse (in string Message);

Distributed Systems 35 Tll

-

Copyrght Andrew Hebe 1857

Example C++ Interface Mapping

¢ This mapping is typical

class Echo; Sl
typedef Echo *Echo_ptr;
typedef Echo_ptr Echoref;
class A : public virtual Object
{
// Inherits from the C++ class Object defined by
public:

virtual char *Echo (const char *Msg) =70;

virtual char *Reverse (const char *Msg) = 0;

| Distibuted Systems 36 TIIIIIIl
£ Copynght Ancrew Herben 1967 st Y

CORBA




CORBA Operations

Operations are much like function prototypes...

Status create_request (

inContext ctx,
inIdentifier operation,
inNVList arg-list,
inout NamedvValue result,
out Request regquest,

inFlags req_flags

... note the use of modes in, out, and inout

An operation may return only a single result

... this is a concession to the language mappings; most programming languages do not
support multiple results

| Distributed sy 37 |

£Copmght Andrew Herben 1987 ] |

CORBA Data Types

Value

Object Reference Constructed Value

Sequence Array
Basic Struct Union
value
Boolean Floating Char Enum Integer Octet String Any
Point >
_.._S.\/oo:zm Short  Long Ulong  UShort

| Distributed Systems mmT
€ Coprght Ancrew Hevber! 1567 A_

&

*

£

CORBA Types

Unlike some programming languages, CORBA types have a specified set of values
for example, short has exactly the range -2'5 ., 2151
- .. NO Mmore, no less

CORBA Types Do Not Have Specified Representations

The representation of the values is not specified
it will differ between machines (e.g byte ordering)
... the stubs resolve this (when marshalling/lunmarshalling)

... the application programmer does not have to worry

I Distributed Systems ?
©Copyright Ancrew Harbed 1597 _

*

Transfer of Object References

In a distributed system, we need to be able to transfer object references
Object A is using Object B
Suppose it needs to tell C to use the same interface

{1)

@) (3)

It must be possible to pass a reference to B’s interface between A and C

| oistributed Systems T
£ Copyright Andrew Herbedt 1597 1—




CORBA Object References

For an object reference, just use the name of the interface

interface B {

Ll
~

interface C {
void Op (in B my_B);

};

A calis C's Op operation passing a B parameter; the implementation of C can now call
operations of B

Object references can be used freely in CORBA IDL

not just as parameters - also in structs, sequences, unions, arrays

Y
TCopyright Andre Herber 1997 1 |

The absence of pointers

CORBA IDL deliberately does not support pointers

they are not meaningful in a distributed system

use object references instead

or migrate a composite object (serialisation)

I Distributed Systems 42 _l
¢ Copynight Andrew Herbest 1957 _

CORBAservices: Common Object Services Specification

Naming, Trading
Persistence, LifeCycle
Concurrency, Externalization
Relationships, Transactions
Security, Time

Licensing, Properties

Query, Event management

The Naming service

The naming service is the simplest possible directory service
given a name, it will return you an object reference...

..any kind of CORBA object can be named

The naming service is a ‘white pages’ service...
itis not a ‘yellow pages’ service for finding objects from a description

- .. thatis the function of a separate trading service

| Distributed Sy a4 |

Copyright Andrew Horbed 1997 1
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The need for Trading

How can clients find servers that provide the services that they need?

in the future, there will be millions of interconnected servers around the world
- clients will come and go dynamically

servers will come and go dynamically

Naming is not enough

Trading is necessary

we cannot rely on clients being able to name servers...

...the server may not even exist when the client was created

Trading works by matching descriptions provided by clients and servers

[ el

Client must state what it requires
it must import a service offer

Trading must find a service offer that matches the request
there may be many such offers...

..there may be none

| Distribut d Systems 47 —.|}
¢ Copyright Andrew Hotben 1697 _

[ Distibuted Syt ]
pr—— L ° : ® pr——— _ Y _
Trading - Basic needs Steps in Trading - (1)
"¢ Server must state what it provides
) i « (1) Server exports a service offer to the Trader
- it must export a service offer
QO = Interface

(1) Export - interface
type ,object reference

| Distributed Systems 48 —|||
€ Copyright Andrew Hetoert 1587 _




L

Steps in Trading - (2)

(2) Client requests a service offer from the Trader

QO = Interface

Steps in Trading - (3)

(3) Trader returns a matching service offer to the client

it returns the object reference given by the server

Tradi O =Anterface
rader
. 1 E: - interf (3) Im.m—:nn
/rA ) .WWM_‘”.E_M% hmwmaoo object reference 7 ~<_ {1)Export - interface
12) import - //f \\\ /4/ type, object reference
interface type ~. 7 (2) import - ~
~ . interface type ~.
@ Server
£Copyright Anceow Horber 197 “ Distributed Sy 8 P _— Distributed Systems 50 _||
Steps in Trading - (4) Matching requests with offers - type conformance

(4) Client uses object reference to invoke the server’s operations
Trader takes no further part in the interaction

an object reference from the Trader is invoked just like any other

O = Interface
(3) Result: .
object reference ~ 277N (1)Export- interface
\\ \\ ~<  type, object reference
7 .7{2)import - <

interface type S

Server
(4) Invoke

operations

" Distributed Sy 51

L]

How does Trading decide whether a clienit request matches a server offer?
it uses the interface type conformance concept

the interfacemust support at least the operations the client requires -it can provide more,
but they won't be used

exceptions make the rules more complicated....

If the client request and server offer interface types do not conform, they are
incompatible, and cannot match

Distributed Systems 52

«Copyright Andrew Herbert 1957 _

< Copyright Andegw Herbert 3557




Other matching criteria

Type conformance is not sufficient
who owns the service?
- what will it cost to use?

where is the service, and can it be reached?

These criteria are known as properties

(name, value) pairs
Preference criteria sort matching offers into order

Scope criteria control where to look for offers

f Distrib d Systems 53 T|
£ Copyright Asdrew Herbert 1997 _

L

Trading in large distributed systems

Because there will be millions of servers in the world:
there will be many Traders providing the Trading service
- .. Traders must be interconnected
... the Trading service must itself be distributed for scalability
~ ... and cannot be centralized

- this is called federated trading

And also because organizations will wish to control their own Traders:

to determine who sees which services

[ Distributed Systems 54 _||
< Copyrghl Andrew Hetben 1897 _

Persistence Service

.y

I oistrib Systems 55 T‘
£Copynghl Andrinw Herbert 1587 _ 4

In this segment

Examine how data storage is supported in CORBA

in the Persistent Object (persistence) service

in the Externalization service

I Distributed Systems %‘T'l
pra————— _




Roles in the Persistent Object Service

Persistent Object Service stores persistent state

Persistent

| r——— e

L

Y
£Copyright Ancrew Hatbert 1957 1

*

Persistent state

The state of an object can be treated as two parts

Dynamic state

typically in memory

lost if the object crashes
Persistent state
- typically on disk

- preserved over crashes, and can be used to reconstruct the dynamic state

[ Distriouted Systems 58 Tlln‘
T Copyright Andrew Hodbert 1957 _

.

Preserving state

It is an object’s responsibility to preserve its dynamic state as persistent state

- and to recover it after a crash

The object may use the Persistent Object service for this purpose
- orany private mechanism it chooses instead...

... flat files
- .. direct access to a relational database

... direct access to some other kind of database

The object may delegate the responsibility back to its client
I Distributed s |

Copyright Andrew Herbert 1997

L ]

@

Advantages of using the Persistent Object Service

Typical data storage mechanisms do not have object characteristics

- uniform interfaces, self-description, and abstraction

This is sometimes known as an ‘impedance mismatch’

| Distib d Systems E’n'
£ Copynght Andrew Herbed 1597 _




*

Client Control
Clients may need to control or manage persistence of the objects they use

In particular, the client may need to control
exactly when persistent state is saved and restored

which copy of persistent state is to be used

Object implementations do not have to provide client control

they may choose to hide the complexity from the client

I Distr S 61 |
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Digression on databases in distributed systems
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In this segment

Explain the Remote Data Access (RDA) technique

Examine OMG approach distributed database and transaction processing

< Copyoght Andrew Herbert 1057

Two worlds

Two approaches to distributed systems are predominant
Remote Data Access (RDA), generally used for databases

Remote Procedure Call (RPC), generally used for distributed computing

RDA is based on the SQL structured query language

- usually to access a relational database

RPC is based on IDL interface definition languages

usually to access an application server
Both are ‘client-server approaches’...

OMG unifies them through relationship, query and property object services

__ | Distribut d Systems 64 T
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Remote Data Access (RDA) Overview

«  Application interacts with database using SQL statements

» Statements can retrieve, update, delete, or insert records:
- asingle record
a set of records at once

a set of records, one at a time

+  Statements can be grouped into transactions

- atransaction succeeds or fails as a whole

« The location of the remote database is transparent

| r— p”
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RDA Advantages

Flexibility for clients to define application-specific views and ad hoc queries

Vendor-supported interfaces to application development tools
data browsers
report writers

- 4GLs

- spread sheets
graphing packages

..and so on

| Distributed 5 56 |
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SQL (Structured Query Language)

-+ Example

SELECT employee_name, title, commission
FROM emnployees
WHERE employee_name IN
(SELECT employee_name

FROM enmployees
WHERE commission > 8000
AND title = ‘account_manager’);

i —
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Databases and the OMG

Represent data elements as objects (with methods)

Label objects with properties

Structure sets of objects using relationship objects (e.g. containers)
Use persistence service to move objects to/from disc

Permit queries to match by property within a relationship
this is an Object Database model

the relational (SQL) model is a special (optimised) case

I' Distributed Systems 68 TIIIIIII
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Relationship Service

An example of containment
folders containing documents, documents containing figures

containment containment

containsRole containedinRole containsRole containedinRole

0 relationship
O role

- 2relationships, 4 roles, 9 objects involved
- represent relationships as container objects

Heavily used in OO document architectures (Microsoft OLE, OMG OpenDoc)

I Distributed Systems 69 T||
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The Properties service

»  Allows typed, named values to be dynamically associated with objects
attributes defined in CORBA IDL are static...
.. adding a new afttribute means changing the IDL

= Client applications can get and set both properties and attributes
properties can be created and deleted...

... attributes cannot

| oistrb d Systems 70 _l'nll
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The Query service

Is a general query service and framework, embracing
SQL, for relational databases

- OQL, for object databases
Allows queries to be prepared, and their status checked later

Allows queries to be nested

[ Distributed System 71 _|||
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The Transaction service

+ How can we ensure database updates really happen if there are partial failure?

RN

« Use online transaction processing (OLTP)

- extend RPC with two-phase commit

¢ QLTP can also be used to make method invocation robust

£

« OLTP has a high performance overhead compared to mma_u_m RPC

trade fault tolerant application design cost against performance cost of OLTP

. I oisti d Systems T
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Atomicity

Transactions - the ACID properties

all-or-nothing

Consistency

transactions must be self-contained logical units of work

Isolation

concurrent transactions must not affect each other

Durability

- what's done must not be undone

Typical TP Core Components (much simplified)

begin work Application requests
commit/roliback
[ recovery
y 4
locks
Transaction 1 Resource
log updates
Manager (TM}) Manager (RM}
repare/commit/abort

2 Copyright Androw Herbet 1997
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Distri Systems

X/Open and ISO TP Model
I Transaction Manager (TM) - OSITP, CCR Mransaction Manager (TM)

XA 4/x>+ \ /

XATMI Communications Communications
Application - Server

TxRPC [esource Manager (CRM) \_\\ Resource Manager (CRM)

y \\
Resource Manager (RM) »! Resource Manager (RM})
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The Event service

Events are concerned with asynchronous communication between objects

__’1.
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Events Push and pull models for communicating event data

Events support asynchronous notification
* Push model: suppliers push data to consumers

.~ . alerts’, ‘change notification’ Event data

A P R e
- for example, when disk space is getting low
Suppliers and consumers of events are decoupled

via an event channel

There can be multiple suppliers and multiple consumers »  Pull model: consumers pull data from suppliers
Event data

L R R R Y Y

so-called “publish and subscribe”

Events could be used to build an RQM (Robust Queued _smmmmmsmv interface

- orto interface to an existing one

| Distributed Sy 77 | " Distibuted Sy - “
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In the next two lectures......
Secure Commerce on the Internet

~* Introduce WWW and Java

* Introduce network security

Andrew Herbert (ajh@ansa.co.uk - http:/www.ansa.co.uk) * Lookatan example of secure electronic commerce
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In this segment

Describe the World Wide Web (WWW) and its essential components
HyperText Transfer Protocol (HTTP)
HyperText Markup Language (HTML)
Java and JavaScript

How the WWW is affecting the development of distributed systems

What effect this will have on electronic businesses

81 |
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What is the WWW?

The WWW is the largest information system ever created

It is truly distributed

there is no centre

The essentials are standardised by use and the IETF

Di

ibuted Systems
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Precise definition not possible

No narrow definition of the WWW entirely fits

The WWW includes and simplifies access to
ftp
Gopher
Mail
News
For the purposes of this presentation, the WWW is
A network of webservers and browsers...

..using HTTP+HTML+Java

I Distributed Systems
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HTTP

HTTP is the HyperText Transfer Protocol

Defined by an ongoing series of internet-drafts

Built to on top of TCP/IP, and using TCP/IP transparently

TCP/IP is the Transport Control Protocoifinternet Protocol

HTTP is a connectioniess RPC

no state is stored between connections

alternatively: connections do not remember previous connections

I

Di
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HTML

HTML is the HyperText Markup Language
. originally defined as a subset of SGML
some vendors have made nonstandard extensions

Defined by an ongoing series of internet-drafts

latest version is HTML 3.0

HTML 2.0 is currently heading for becoming a standards track RFC
HTML does not define presentation of a document rigidly

HTML tags describe logical content (paragraphs, headings)

exact presentation is under controi of user’s browser
- allows for access from wide range of terminal types

I Distributed Systems
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WWW Browsers

* The browser is a client in distributed systems terminology

%

* Responsible for retrieval and presentation of HTML documents

¢ Communicates with WWWserver via HTTP for retrieval

» The user’s local machine resources are used for the presentation

[ pistrs d Systems
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Web Servers

Web server delivers documents in response to browser requests
Server is a process that listens on a predefined port

When it hears an incoming HTTP request it

-~ forks a new child process to handle the request
hands the request and the connection to the child
resumes listening on its port

The child process then
locates the requested document
returns it to the browser by HTTP
drops the connection and expires

| Distributed Sy 87 |
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The Common Gateway Interface

« Many services are based on delivery of information that must be
live: delivered in real time

customised on a per-use basis
s CGl was developed to allow the server to handle these cases

* CGl mechanism is standardised and controlled by NCSA

f Distributed Systems
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CGl Programs
CGl programs are pieces of code runnable by the Web Server

They are specially privileged
the server can only run them from its cgi-bin directory

they must be extremely well trusted before installation

They can be written in any programming language
the WWW community favours scripts (tcl, perl, csh, Java)
- since these can easily be distributed and shared

and checked for security holes

[ Distribut d Systems 89 *‘
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Introduction to Java

Java is a normal programming language

Basically a lot like C++
with a few improvements added...

...and a few undesirable features removed

Java is special with regard to the WWW because

itrunsona 2, 80 is platform independent
bytecodes for the virtual machine can be moved across the WWW...

- ..and run remotely, in the user’s browser

I Distributed Systems 90 ~|
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Java Language Design
The Java language specification is public
although owned and controlled by Sun

Java is object-oriented

uses C++ based ideas and syntax

Java omits C++ assumptions about memory space structure
no pointer arithmetic or conversions

-~ means Java programs are “secure” in a programming sense, but not in a systems sense!

Java is designed for distributed systems technology

[ pistributed Sy 91 |

Java Application Anatomy

import java.util.Date;
class DateApp {
public static void main (String args[]) {
Date today = new Date();
System.out.printin{today);

}
}

This example, DateApp, is from Sun’s Java Tutorial

Main concepts shown are
class membership hierarchy (“.” is membership operator)

type hierarchy (DateApp inherits “Date” type from java.util)

I Distributed Systems
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Java Virtual Machine and Byte Codes

Java compiler generates byte code for a virtual machine
This virtual machine is the Java byte code interpreter

The interpreter is architecture neutral
widely ported (mostly by third parties)
no implementation dependencies permitted
Only byte codes are shipped from web server to browser
first verified by compiler
source code is not distributed

- but byte codes include information about interfaces

I Distriv d Systems 93 _'ill.l
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RMI and Serialisation

Remote Method Invocation (RMI)

- inherit fromRemote class to pick up RPC library and bind (=trading) methods
no IDL, generic stub uses interface type (held in byte codes) to steer marshalling
constants marshalled as data
references marshalled as remote references (c.f. CORBA)

- much better integration than CORBA/C++

Serialisation
inherit from Serialization classes to snapshot state and byte codes
can be sent as RMI arguments and results

Together give mobile objects

| Distributed Systems 94 _II.I
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Verification and Security in Java

Java is intended for networked distributed environments

Language restricted to disable most illegal memory accesses

Byte codes verified for safety m:z:m compilation

Byte codes authenticated using public key encryption techniques (see later)

Byte codes executed inside a safe interpreter

client can restrict access to local filesystem and communications

I Distribut d Systems ﬂ_!‘ll
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WWW Security

Web sites must guard against security compromise

Generic problems
remote filesystem accesses

remote client executing privileged programs on Web Server

Wide range of holes must be plugged

r——r % L
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Firewall Defences

Firewalls are the standard defence for webservers
Two-firewall configurations are favoured

Webserver is placed inside outer firewall

protected by packet filters

Corporate Intranet is behind an inside firewall

- protected with a huge array of defences

I Distib d Systems a7 Tl
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More information?

*  For more general information on WWW searching
<URL:http:/iwww.altavista.digital.com/>
<URL:http://www.yahoo.com/>

¢ For more on HTTP
- <URL:http//www.w3.org/pub/WWW/Protocois/>

¢ For more on HTML
<URL:http://www.w3.0rg/pub/WWW/MarkUp/>

¢ For more on CGl
<URL:http://hoohoo.ncsa.uiuc.edu/cgil>

* For more on the Java language
<URL:http:/fjava.sun.com/>
<URL:http:/fjava.sun.comftutorialfindex.htmi>

[ Distriout d Systems 98 _‘
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Even More Information

For more on Firewalls

- see Firewalls and Internet Security by Cheswick & Bellovin (Addison-Wesley 1994).

For more on relevant IETF standards activities

<URL:http://www.ietf.org/>

For more on W3C activities

<URL:http:/fwww.w3.org/>

8
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Network Security

¢ In this segment
- understand security issues in network systems
understand basic concepts of cryptography

- understand key management

*  PGP: Pretty Good Privacy, Simon Garfinkel, O'Reilly & Associates

- play with PGP software too - widely available on the Internet

+ Applied Crytography: Protocols, Algorithms and SourceCode in C, Bruce Schneier,

John Wiley & Sons, 1994
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Security
Authentication
. how can you prove who you are to a distant host in a way which can’t be mimicked by an
imposter
Integrity

how can you prove a message is the right one to process next

Cryptography
Message you wish to encrypt (plain text)
The message after it is encrypted (ciphertext)

Encryption key

how can you prove a message hasn’t been forged Encryption algorithm
Confidentiality ﬁ

how can you stop other people reading your messages

/ Encrypt "\
Non-repudiation ; >
p Plaintext O_ﬂﬁm—.ﬁan
how can you stop people denying you sent them messages? — T
-> CRYPTOGRAPHY! Encryption Algorithm
pr— _77 huted Sy o W pr——— “ Distribued Systems 102 _||||
Keys Private Key (Symmetric) Cryptography

Keys are just numbers

- hence many government restrict import or export of algorithms!

The longer the key, the more security the encryption system delivers
- hence many governments restrict key length
- key escrow/recovery may be the way out.....

Breaking the code

brute force - try every possible key (128 bit key at 10**9 trials/sec on 10**9computers =
10**13 years; age of the unverse = 1.2*10**10!)

known plain text (e.g. email headers, sequence numbers, etc)
chosen plain text (fool user into sending a message of your chosing)
differential cryptanalysis of similar plaintext

[ bistributed Sy 103 |

Both sender and recipient share a single common key which both keep secret

problem of key distribution has to be solved by physical means (e.g., coutiers)
Data Encryption Standard (DES) - 56 bit
Triple-DES (DES three times with two keys) - used by banks
RC2, RC4 - 1 to 1024 bit - Prof Ronald Rivest MIT / RSA Security

International Data Encyption Algorithm (IDEA) - 128 bit - used in PGP

¥ Copyright Andrew Herber! 1957 |
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Private Key Distribution

Need a different key for each pair of communicating parties
n(n-1)/2 keys for n people!
doesn't scale

Use a secured key distribution centre

- everyone has secret key with the KDC
any pair can ask the KDC to issue a short term secret “session” key
KDC can do mutual authentication as part of key distribution
but beware “replay” and “man-in-the-middle” attacks

Disadvantages
- KDC is obvious place to attack (physically)
» KDC has to be online to all potential users, all the tme

Works best for “many-to-one” communication

105 |
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Public Key Cryptography

Based on two keys: public key and secret key, generated as a pair

public key can be told to anyone (e.g. published in a directory, a newspaper, etc)

- secret key must be physically secure

a message encrypted with one can be decrypted with the other (either way)

- sometimes called asymmetric cryptography

£ Copygf Androw Heoent 1997

Rivest-Shamir-Adleman (RSA) Algorithm

Encryption and decryption algorithm are the same

Benefits:
- no need for a secure KDC, put you private key anywhere
- no need even for KDC to be online

-~ good for many-to-many communication - only n key pairs needed

RSA is slow

use RSA to establish symmetric session key

[ Distributed Systems 107 _‘
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What encryption can’t do

Can't protect your unecrypted information!

Can’t protect against stolen keys

Can't protect against descructive attacks (denial of service)
Can't protect against a booby-trapped encryption program
Can’t protect you against a traitor

Can hide the fact a message was sent (traffic analysis)

[ Distributed Systems 108 Tl
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Digital Signature

How do | know a public key is valid and not a spoof?

Have the key digitally signed by a certification authority with a very well-known key
- i.e., published in lost of independent places so | can cross check them all
or operated by some agency | trust (my bank? my government? my friends?)

To sign a message
compute a message digest {e.g. MD5 or SHA algorithms)
a one-way function which distills the message into a large (e.g. 128bit) number
- distribute message and the digest
recipient also computes digest and compares with transmitted digest
guarantees integrity of whole message

I Distrb Systems 109 _'|
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But who made the digest?

* Encrypt the digest with your secret key
* Recipient can decrypt this with your (well-known) public key

* Ifdecrypted digest = digest of plain test the recipient knows this message came from
you

it has been digitally signed
*  Can use other keyed one-way functions than encryption

allows use of strong keys for integrity even if not allowed for confidentiality
I Distributed § 10 |—
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Applications of digital signature

Certification authorities publish signed public key to user name mappings
{(sometimes called “credentiais”)

- Verisign Inc and others

PGP model users exchange signed keys to build up Web of trust
Accept validity of keys signed by e.g. 3 or more people you trust
Only add your signature if you've physically checked....

Digitally sign Java applets or other downloaded code

do you trust the author to write “honest” code

Digitally sign email messages or HTML forms to validate orders

| Distributed m |
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Netscape Secure Socket Layer (SSL)

+ Server owner has a credential for its server name - e.g. WWW.XYZ.COM
issued by e.g. Verisign for a fee
Verisign's public key is widely known

* Userinvents session key and sends it encrypted in server’s public key
Only server can decrypt session key

thereafter messages exchanged using session key to encrypt contents and sequence
numbers etc

buys integrity and confidentiality, but not access control
- therefore user sends credit card numbers or passwords to server, which isn't ideal

¢ User acquires digital identity, i.e., a credential
send session key signed with user’s secret key, encrypted with server’s public key
gives mutual authentication and no need to send credit card numbers or passwords

| Distributed Systems 112 Tllll.l
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Non-repudiation

* In complex exchanges sign each message and include signed digest of previous
messages

forces all parties to stay in the protocol and not miss out steps

archive with a trusted third party to resolve disputes

* Include sequence numbers and/or time stamps in messages to avoid replay attacks
how do you get synchronised global time?
sequence numbers and timestamps enable known plaintext / differential cryptanalysis

+ Designing security protocols is hard!

*  But most security attacks are on operational procedures rather than cryptosystems
or protocols per se

[ Distributed S 13 |

Security and Transparency

* Protocols are application-specific
* Hard to do non-repudiation as a transparency, except at message level

* Can do:
- authentication and access control
confidentility
- integrity
+ Some RPCs (e.g. OSF DCE) build this in

easy to add to Java RMI

+Copyright Andrew Harbert 1957 [_! . J
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Smartcards

* Keys are too complex to memorise

* Keeping keys on your disc isn’t safe

Encrypt them with a pass phrase?

¢ Usea smartcard
credit card sized computer with a simple CPU and memory
convenient, esy to undestand
stores keys and does crypto algorithms
self-destructs if tampered with (but the bad guys are geting cleverer.....)

card reader device requires a PIN or biometric data to be entered

| Distributed Sy 15 |
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Electronic Commerce

* Using the internet to buy and sell
24M Internet users worldwide, and growing

* Customer-to-business
alternative to mail order / telephone order
n.b. TV shopping not that successful

¢+ Business-to-business
< low cost Electronic Data Interchange

* The big issues
Cryptographic policy
- Risk management - financial, contractual
Cross-border transactions

I Distributed Systems _T
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The Secure Electronic Transactions Protocol

Proposed by VISA and Mastercard, based on public key crypto

Bank gives smartcard to
card holder - as an electronic payment card
merchant - as an authenticator to allow access to payment gateways

Payment transaction data consists of
transaction id, order information (what), payment instruction (how much)
- separately encrypted so bank can’t see order details
- dual signed - Ol and Pl each conatin digest of the other to stop “cut and paste” attacks

Steps
- getauthorisation (client->merchant->payment gateway)
- make purchase (client->merchant)

- get payment (merchant->payment gateway)

[ pistrib Systems _ﬂ_’l
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HP WCSO Value-Added Reseller Support
Data upload

» Secret key
functions

Web Server

Browser

i Internal
Firewall Server
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Security Issues

Symmetric key distribution since
user nov:izo: is small

- interaction is many to one

- access is always “on-line”

no need to wait for widespread public key infrastructure
Web server is sacrificial
SSL for confidentiality

Sign web pages before upload to prevent corruption of web server

I Distributed Systems 119
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HP WCSO Repair Agent Support

Internal

CGl Firewall Servers

Web Server

Browser

Access control
Secret key
functions

; ““ /l'
o Invoicing
Smartcard e . e 4
Business Pl

Server

owser plug in

{

o
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Security lssues

HP issues browser plug-in with smartcard to repair shop

plug-in encrypts form contents (via smartcard crypto engine and keys)

. have to trust security of customer’s operating system
Web server simply acts as a message switch
Business server decrypts messages and processes transactions

Business server insulated in “Amber zone” between Internet (“Red Zone™) and
Intranet (“Green Zone”)

. full access control is appiied in amber zone
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Alternative with Java

internal

Web Server
Servers

Downloaded applet Firewall

.\\‘

Access contro!
Secret key
functions

——
K Invoicing
H i Stock
Business Stock.
Server

Browser

ecure RMI
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Security Issues

Need to sign applet (and user has to trust us)
no CGl overhead - simple end-to-end channel
Interface can be customised to individual user’s needs at runtime

Have to trust security of customer’s operating system

INTELY Microsoft; hardware loader which only accepts signed modules
[ istributed 128 |
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