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1 Introduction

Achieving dependable systems design and implementation is now considered to be a
process where attention needs to be paid not only to the technical system but also to
the social and work environment into which the system will be placed. Dependability
comprise, holistically, computer based systems and the social systems of work of the
people that work with, through and around those computer based systems. It is ac-
knowledged that particular consideration is required to understand how well the
technical system will fit with the activities of the users in the proposed setting (the
application domain). For instance, highly dependable technical systems may be part
of an undependable socio-technical system because they are inappropriate to the
setting and users. This chapter discusses the relationship between the social structure
of work and the technical structure of a system and the importance of understanding
that relationship when designing dependable socio-technical systems.

Ever since the ‘turn to the social’ in systems design [12]., areas of computer sci-
ence and systems design — most notably computer supported cooperative work
(CSCW) and human-computer interaction (HCI) — have been increasingly interested
in and have widely acknowledged that design may be enhanced by a better under-
standing of the social ‘systems’ of work into which computer systems will be imbed-
ded. This is because researchers and professionals now understand that the functions
and processes of any technical system need to mesh well with the work practices of
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personnel (or that the people or the system will be able to adapt such that they will
mesh well) or problems will occur with the use of that technical system. This may
range from staff producing workarounds to fit the system to their work — meaning
the system is being used non-optimally — to acts of sabotage or the rejection of the
system. Concurrently (but not just coincidently), this period has also seen the rise to
prominence of ethnography (or observational field studies) as a key method for
studying social systems of work — the interaction of personnel with each other, with
computers and other artifacts, in their ‘home’ environment — the shop floor, the of-
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whereby ‘work’ is analysed and explicated in the terms in which it is organised as a
recognisable social accomplishment by the participants in that setting, rather than
describing it in relation to extrinsically generated theoretical constructs. Ethnometh-

Joanne 28/6/05 9:18

odolqu is interested in e_xPlicating thg _sgcial structure of action, as it i.s producedin | | comment: Please check - as Heath is not the first
a setting. It takes the position that activities are structured from within in response to \'\ | name listed in the reference list I have had to make
developing situational contingencies and as such this means that every given occa- !\ an assumption here

sion of e.g. a telephone banking call will have its own unique structure. Different “‘\
calls will be structurally similar, and differences in calls will be accountable in terms | Deleted: [7]
of how they emerge in the particularities of an unfolding situation, " lan Sommerville 29/7/05 15:32

The job of the researcher following an ethnomethodological program is to expli- =~ - Deleted: [18]
cate what these methods and practices are and how they are deployed in unfolding o
action, to note regularities (and exceptions) in agtion anfi to delineate the circu‘m- Comment: I've made this plural to agree but you
stances that provoke them. For example, they will describe the methods by which might want to change to singular (an unfolding
control room workers coordinate their work around various computer systems and situation). Let me know if so.
paper artifacts to achieve an ordered airspace in air traffic control ([14]); or, explicate
the practices by which telephone operators in a bank call centre achieve smooth

Joanne 27/6/05 11:59

definite sociological interest — how is this work actually done? However, they have — — [RleEllal= A o/0s o
also been “surprisingly useful” (|301) for systems design as many involved in that Comment: There is no Bowers & Martin publica-

field have realised that these studies can fill in the ‘just what actually goes on’, just -~ _\tion from 2000 in your references list.

how is this actually done’ - the haecceities, or ‘just thisness’, (cf. [19]; [10]) — of lan Sommerville 29/7/05 15:32
action and interaction in a situation that are missing from purely technical, data cen- Deleted: [29]

tric representations of work. lan Sommerville 29/7/05 15:32

Data and object centric representations and abstractions are crucial for design but Deleted: [9]

these om%t §001a1 detz}ﬂs of.work tha? are equally 1nr}portant.. Undgrstandlng work lan Sommerville 29/7/05 15:32
more holistically, as involving groupings of people interacting with, through and Deleted: [19]

around both paper and computer-based technologies, provides a deeper, broader and

more subtle understanding of work organisation that can, for example, enable better

~
NN
\
\
\




modelling of processes, and more accurate and enhanced models of the artifacts and
data used in that work [30]; (31,

In this chapter, we consider ethnography and structure from a number of perspec-
tives. We start by discussing how ethnomethodological ethnography can be used in
practice to reveal the social structure of work. We go on to argue that the collected
ethnographic data can itself be usefully structured and we suggest a structure that
helps organise this data in such a way that it can support systems design. This struc-
ture has been carefully designed to help reveal the social structure of work. We then
examine this notion and its relationship with the structure of supporting computer-
based systems, and discuss how organisational structure imposed by rules, plans and
procedures influences and affects the social structure of work. Finally, we reflect on
social structure and system dependability, making the point that the key requirement
for socio-technical systems dependability is that there should not be a major mis-
match between the structures assumed by that system and the practical social struc-
ture of work.

2 Ethnography

Ethnography is a method of data capture that works through the immersion of the
researcher within the environment being studied, collecting detailed material (notes,
documentation, recordings) on the ‘real-time real-world’ activities of those involved.
Periods of immersion can range from intensive periods of a few days to weeks and
months (more common in systems design studies), and even years. A primary prod-
uct of most ethnographies is the development of a ‘rich’ description — a detailed
narrative — of the work or activity in question, which may then be further analysed or
modelled for various means, taking various approaches. The means may be for the
purposes of answering sociological, psychological or systems design research ques-
tions, with the different approaches for analysis arising from various theoretical and
methodological perspectives within these areas.

Ethnographers are interested in studying the work going on in settings rather than
just computer systems in a narrow sense — they are interested in studying computer
systems in operation, being used by people, within an organisational context and
therefore shaped by organisational norms, rules, procedures, ethos, culture etc. In this
conception we can think of, for example, a tax office as a complete organisational
system — it comprises various technologies (e.g. computer and paper-based), organ-
isational rules, processes (and methods for implementing them) and so forth, and
staff who draw on their everyday and specialised social and vocational skills, abili-
ties and knowledge to operate the technologies and work according to organisational
requirements.
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For ethnomethodological ethnographies in the computing literature, the control
room (e.g. for air traffic, underground trains, ambulances) has been described as the
multi-media field site par excellence with many studies focusing on these (e.g. [14];

located within a setting, working in a coordinated manner on a set of tasks. There are

two main reasons for their popularity. Firstly, they are readily amenable to
ethnomethdological study, as they are self-contained and small scale. When taking
an approach that focuses on the details of social action, scaling up, or investigating
coordinated activity in distributed sites creates issues to do with general resource
concerns and needing to be in more than one place at once to understand distributed
coordination ([15]). Secondly, much ethnomethodological work has been oriented to
concerns relevant to computer-support for cooperative work. Therefore, studies of
settings which involve varieties of different technologies being used collaboratively
in a number of ways have been seen as particularly important to provide knowledge
about collaborative practices ‘in the wild’ and to inform the design of systems to
promote and support collaboration.

When studies of control rooms are conducted they usually have the form of either
a ‘concurrent’ or an ‘evaluative’ ethnography (cf. [15]) or as a mixture of the two.
Concurrent ethnographies are conducted during a design process to inform the design
of a new system in some way. They focus on describing current socio-technical sys-
tem operation — how participants interact with, through and around current technical
systems — and are aimed at highlighting important features of the work to support in
any subsequent new computer system design. Findings are usually communicated in
project meetings with designers who may then direct the researcher to focus on par-
ticular practices they are interested in understanding when they are making design
decisions or dealing with design problems concerning current practice.

Evaluative ethnographies were first discussed as a means of deciding whether a
proposed system fitted well with work patterns — the ethnography of current prac-
tices would be used to assess the potential fit of a new system with them. However,
any ethnography of current practices may well reveal situations where workers have
to work around technical systems, or recover their faulty operation, or make them
more dependable through their social practices. Findings of this nature may simply
provide an evaluation of a current system or may be translated into a resource in a
redesign process.

Control room studies often ‘draw a line around’ the system at the interface be-
tween the control room and the outside world. Their interest is generally in how,
given the inputs — radio calls, and various forms of information, displayed and visu-
alised in various ways — do the workers manipulate and transform this information
with the support of the technical system into the requisite outputs (e.g. ‘correct’
instructions to ambulance drivers). Later studies have extended this work to consider
how the work of the control room relates to that going on outside for example by
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considering how the work of ambulance crews relates to that going on in the room
([25D.

While control room settings offer the opportunity for a relatively comprehensive
ethnomethodological study, it should be noted that studies like Pettersson and
Rouchy’s ([25]) point to the fact that boundaries always tend to get drawn somewhat
arbitrarily around the subject matter. When we look again at the other control room
studies we can see that they tend to focus on certain jobs, practices and technologies
over others. For example, in ambulance studies, some focus on call taking, some on
selecting and managing ambulances for dispatch to incidents, others on the coordina-
tion between the two groups of workers. Nevertheless, control rooms represent fairly
straightforward settings with established topics and ways to carry out research.

Following on from the control room studies, ethnographies have generally been
employed for design by looking at small scale settings and activities, generally by
adopting similar approaches. However, in larger, more complex and distributed set-
tings (like, for example, the headquarters of a bank, or a hospital) scaling up the
study is a problem, and therefore the relation to design may be more partial, more
abstract, and more complex to understand. Given that these field sites have many
more participants working in them, carrying out many more activities, simultane-
ously in different places sometimes as part of a coordinated process, sometimes as
different processes realised in parallel, the following problems often ensue for the
fieldworker. Firstly, given that a comprehensive ethnography is often outside the
scope of the project what should they focus on? Secondly, if they look for a subsec-
tion of people, activities, technologies and processes it may be harder to draw a
boundary around them in the way that a control room forms a nice unit.! Thirdly,
how easy is it to collect and present data in an accurate form about people collaborat-
ing synchronously in different places??

Originally, it was suggested that ‘quick and dirty’ ethnographies (cf. [15]) would
be useful in this situation. Quick and dirty ethnographies were conceived as being
relatively short in duration (up to a few months) but their title actually refers more to
the amount of understanding that could be gained from them in relation to the scope
of the setting and the project. Quick and dirty ethnographies were used to study, in a
relatively brief manner, a variety of areas of operation in a complex organisation.
From this some general issues for design were extracted. Hughes and colleagues

1 This problem is not insurmountable. Boundaries are always drawn, but it is impor-
tant to indicate how, where and why they have been drawn, what has been included
and what the limits of the research are.

2 There are various ways in which distributed coordinated activity can be ‘observed’
and analysed. Often interactions on the telephone, or via computers (emails, instant
messaging etc.) can be captured and analysed, and this material can be supple-
mented by direct observation of participants in these interactions.



([15]) also suggest that discussions over the findings of quick and dirty ethno-
graphies amongst stakeholders may be used to select certain areas and activities for
more detailed ethnographic inquiry.

To expand on this idea we can usefully think in terms of how to time and target
ethnographic interventions. Ethnographic studies can be used to explicate the details
of current practice during build and configuration in situations where design con-
cerns are raised over the fit of a new system with current practice, and the potential
ramifications of a new system being disruptive to current work practices. Through
discussions with the design team, the ethnographer can be directed to study certain
areas of work that utilise certain technical systems (or certain modules, functions etc.
of the technical system) and concentrate on these. Or the focus may be on looking at
various interactions between various systems.

Ethnomethodological studies for design may serve as a resource for evaluating
current socio-technical system operation and as a resource for considering which
aspects of the current system are important to support in any re-design. They can
help identify areas where socio-technical systems are not very dependable — e.g.
where people are making mistakes, where the system ‘design’ or outputs are causing
problems for those using them, or where human ingenuity is making up for problem-
atic technical systems. However, they will not tell you in themselves how to build a
system, transform work or make something more dependable. It is in this way that
the studies serve an informational input (rather than an automatic solution generator)
to help think about possibilities in these situations and weigh them up against an in-
depth understanding of the current situation.

3 Structuring ethnographic data

Ethnographic records are collected opportunistically and, consequently, cannot be
planned, organised and structured during the ethnography itself. However, when the
raw data is analysed, we believe that it is useful to organise and structure this data in
such a way that it is more accessible to system designers. We do this by providing a
series of topics that can be used to guide observations and organise (or structure)
fieldwork data. These topics have been developed in the ethnomethodological litera-
ture, particularly through the studies that have been presented for computing audi-
ences (see, for example, [1]; [4]; [5]; [16]; [17]). The topics provide a comprehensive
framework for considering features of social systems of work and how social sys-
tems interact with technical systems, rules, plans and procedures and the spatial
arrangement (ecology) of the workplace.

We suggest eight different headings that may be used to structure and organise
ethnographic data. However, we are not suggesting that these are the only ways to
impose structure on this data or that the headings proposed are necessarily relevant to



every study and setting. Rather, from extensive experience, we have found that these
structural devices allow a mass of data to be organised so that it becomes more ac-
cessible to system designers who can relate the ethnographic structure to the struc-
ture of the requirements and the design of the computer-based system.

3.1 Temporality and sequentiality

Since ethnomethodological studies are primarily interested in the production of order
in social action it is easy to see the relevance of this topic. This has been a primary
concern of such studies since their inception ([9]). Here the focus is on the actual,
embodied achievement of a sequence of action (or interaction) from within. The
meaning of actions for participants in a setting is at least partially determined by the
context in terms of where something has occurred as part of a sequence (even his-
tory) of actions. That activities are part of a sequence, that things get done one after
the other, that activities happen closely in sequence, further apart and have a precise
placing is important to the meaning they have and the sense they make to those in-
volved.

Clearly linked to this is the importance of the temporal dimension to how action
and interaction unfolds. Within the flow of action or interaction the notion of how
actions relate to previous actions and preface future ones is essential to understand-
ing. Structurally, ethnomethodology is interested in the emergent order (temporal and
sequential structure) of activities over time and the practices employed to achieve
this order. In work and technology studies the interest is, for example, with how this
structure relates to (or works with or against) the temporal and sequential structure of
procedures that may be instantiated in computer systems.

3.2 The working division of labour

Many workplaces are characterised by an organisationally explicit, formal division
of labour. People are given ‘positions’, ‘job titles’, or ‘roles’, to which ‘duties’ and
‘responsibilities’ are attached and may well be documented as ‘job descriptions’. The
ethnomethodological take on formal descriptions of divisions of labour is to offer a
re-specification by including ‘working’ to focus on the fact that a division of labour
must be achieved in practice, in situ, by the personnel. Where formal descriptions or
representations of the division of labour and its operation exist there is often an inter-
est in the relationship between these and the manner in which the division of labour
works in practice.

The ‘egological’ and ‘alteriological’ principles refer respectively to how indi-
viduals within a working division of labour, in an on-going fashion, firstly, delineate
their work from the work of others. Secondly, they also orient their activities such
that they fit with the work of others (or make other’s work easier). These concepts as

Joanne 27/6/05 12:07

Comment: There’s either something missing or
something worng with this sentence - it doesn’t hang
together in any case




a means for understanding the actual operation of a division of labour were first
suggested by Anderson and colleagues ([1]) and are a useful means for considering
how the formal delineation of different ‘jobs’ or ‘positions’ is made to work by the
social system of work.

The structural separation of ambulance control workers into call takers, dispatch-
ers, supervisors and so on in a formal scheme is made to work on the control room
floor by workers in the different positions doing various forms of ‘boundary’ work.
Call takers carry out work that is oriented to dispatch in ways that go above the letter
of their position, but they also do work that delimits their job as separate from dis-
patch. Supervisors supervise but also take calls and dispatch ambulances and so
forth. The formal scheme is made to work by a social system that cannot be de-
scribed so cleanly — it instead operates according to the manner in which require-
ments develop, for jobs to be done or actions undertaken ([20]).

3.3 Rules, plans and procedures

Rules, plans and procedures are often written down in various documents, (e.g. lists,
charts, reports, process maps) or are embedded in artifacts (computer systems, check-
lists etc.). In the case of procedures they may encapsulate a temporal and sequential
structure that is formally specified outside their situations of use. In all cases, they
have to be ‘written in’ to sets of actions — they need to be translated to ‘how to do
this, here’ — and they serve as a means for interpreting actions — demonstrating and
deciding whether actions are in line with them. These features of their use and rela-
tion to action, in turn become the means for understanding e.g. ‘what the rules are’ or
‘how you carry out procedure x correctly in this case’ or ‘the different ways in which
plan b can be realised’.

A classic unsophisticated take on this is to state that rules, plans and procedures
do not capture the full details of work or activity as it is played out but the more
crucial point is to examine this mutually constitutive and elaborative relationship
between rules, plans and procedures and the actual work undertaken. Where do they
(and in what way), guide, constrain or drive action and interaction? How is action
and interaction conducted as to orient to rules, plans and procedures and so forth?
Clearly, the relationship is variable — sometimes people are strongly constrained by
process and action has a more ‘set’ quality. Other times the relationship between the
two is far looser. Here we have the nub of our argument on structure — formal de-
scriptions of procedure, structured, for example, as a process model or as a workflow
on a technical system have particular types of relationship to social systems of work.
Explicating this relationship is of special interest when considering socio-technical
systems.



3.4 Routines, rhythms, patterns

Human activities have an order and an orderliness that follows routines, rhythms and
patterns. This is the case irrespective of whether the activity is formally planned or
not, or whether officially documented rules and procedures are being followed or
adhered to. However, the ‘rules’ for ‘getting served in this bar’ or the ‘process for
getting the kids to school’ are rarely explicitly documented, but these activities of
course exhibit routine qualities. Importantly, one should realise that this orderliness
is something that is achieved in the doing rather than as something that can be speci-
fied extant to these situations. Often, such mundane (everyday) routines are not
marked out (i.e. remarked upon), they are just carried out as such, with no explicit or
formal representation. Indeed, their routine (and ordered) nature can be revealed by
the fact that noticeable deviations are marked out, commented on, shown to be non-
routine, clearly repaired and so forth. Researchers (e.g. [6]; [32]) have discussed non-
work related activity in the home in such terms.

‘Patterns’ is another term used to capture routine aspects of activity. ‘Rhythms’
(e.g. see [26]) too is similar, but nicely brings to mind the importance of the temporal
dimension to activity. Therefore, although social activity is structured from within
there is also a sense in which it exhibits regularities or patterns. Many work situa-
tions differ only in the sense that routines, patterns and rhythms are seen to have
specific relationships with formally specified rules, plans and procedures.

3.5 (Distributed) coordination

Ethnomethodological studies commonly describe the means by which people coordi-
nate their activity, whether this is people working in a division of labour or collabo-
rating in some activity. They can focus on coordination in fine grain detail or on a
more general level. Coordination may be achieved face-to-face, as in the workings of
a team in a control room, or may be remote and distributed and achieved through
technology, e.g. CSCW or CMC (computer mediated communication). Coordination
between participants, achieved through talk and action, may be a routine or regular
feature of work or may be more ad hoc, happening occasionally. But from an eth-
nomethodological perspective, coordination is seen as something that is always oc-
casioned, that is motivated by something specific and is directed to achieving some-
thing specific, whether this happens often and regularly or only now and then.

It is not just the activities or means of cooperation that are of interest but what
gives rise to it and what it is directed at achieving. As with awareness (a means by
which coordination is achieved) below, this topic focuses on the reasons initiating
group collaboration and methods through which group work is achieved. Formal
descriptions (e.g. procedures) or inscriptions (system workflow) embody a distinc-
tion of tasks and often roles. These are made to work through workers making each



other aware of aspects of their work and through coordinating their work through e.g.
talk, hand offs and so on.

3.6 Awareness of work

This topic concerns the means by which co-participants in a working division of
labour or in a concerted activity become aware and make others aware of important
aspects of their activities for getting the job done. For instance, this can involve look-
ing at the methods by which participants make their activity available for others to
pick up on, or through observing the ways in which participants seek out information
on the activity of others. In face-to-face situations, being there, in a shared situation
may provide a ready context within which awareness ‘needs’ may be worked out. In
distributed situations such ‘awareness work’ may be computer supported or more
explicitly achieved. Understanding how and why this works (or fails), has been an
important topic in these studies of work and technology use.

3.7 Ecology and affordances

The spatial structure of a setting — the arrangement of people and the configuration of
artifacts (pre-designed and designed through use) are related to the ways in which
activity gets done, what participants can see, do, how they may interact with others
and through which means. For example, co-location in part of an office may allow
participants to oversee and overhear one another, providing for on-going supervision
settings may create greater separation of activity or may require more R R S oanne 27/6/05 12:16
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but that people also deliberately shape their environment. For example, objects and
artefacts are placed and arranged to better suit the work practices of the personnel.

3.8 Skills, knowledge and reasoning in action

A final topic of interest relates to skills, knowledge and reasoning in action. This
topic is related to psychological approaches that focus on conceptual, cognitive or
mental models of users. These are usually inferred from user actions, reports and
accounts but are taken to reside ‘in the head’ of users and are then exhibited in some
acknowledge that while people do ‘think to themselves’ it is not our interest to try
and extract this by whatever technique. Instead, the studies focus on explicating
skills, knowledge and reasoning as it is exhibited in everyday action and interaction.

The way people reason about their activities is shown in what they say about
them and how they carry them out, just as their knowledge and skills are exhibited in
their talk and actions. When system analysts work through whether a new system fits
with current work practice they show how they reason about the nature of ‘fit’, and
other aspects of design — e.g. as a process of transformation or standardisation
([23]). When customers are engaged in calls to telephone banking the ways in which
they talk through sequences of actions on their accounts (with reasons, justifications,
explanations etc.) exhibit how they reason about their financial matters ([3]). In both
these situations knowledge is brought into play by participants and skills are de-
ployed in getting the work done. System analysts demonstrate their knowledge of the
social patterns of work, of the developing system, of previous experience etc. in
making design decisions, one of their key skills being the ability to cooperatively sift
through disparate material to come to agreed design decisions.

In telephone banking, operators are seen to use their knowledge of everyday fi-
nancial reasoning and customer histories to suggest courses of action for customers,
while skillfully guiding the customer through bank processes carried out on a com-
puter system. It is in these types of ways that skills, knowledge and reasoning are
readily accessible in people’s talk and action as observed. When considering struc-
ture, of particular interest here, is how these practical epistemologies (particularly as
related to the kinds of knowledge and usage that stand invisibly (until revealed by
ethnographic work) behind the world of representation, object, function and process)
relate to aspects of the structure of technical systems.

4 The Social Structure of Work

In the previous section, we introduced a set of headings under which we believe it is
useful to organise the ethnographic record and, in some cases, they may be effective
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in focusing ethnographic studies. These headings are not, of course, arbitrary, but
reflect perspectives through which we believe it is possible to discern the social
structure of work.

The social structure of work can be thought of as the way in which work is organ-
ised as a social process — how organisations perceive how work should be done by
their employees and how this is reflected in actual practice by the people doing the
work. Unlike a system architecture, say, it is a more subjective, dynamic concept and
cannot reliably be expressed as a set of static models.

Broadly speaking we suggest that there are three relevant forms of structure
which are central to the social structure of work:

(1) Temporal and sequential structure: how processes and practices unfold —
the relationships between entities, actions, utterances etc. over time in se-
quence.

(2) Spatial structure: related to the spatial relationships between objects, per-
sons, actions and so forth.

(3) Conceptual structure: (sometimes also termed ontological, in a particular
usage in computing) what a set of objects, entities, people, actions are, how
they can be individuated and how they relate to one another conceptually3.

Of course, these notions are also applicable to some extent to the structure of
technical systems. The temporal and sequential structure reflects the assumptions of
systems designers as to the sequences of operations that the system will support and
the dependencies between the members of these sequences. The conceptual structure
is, in essence, the system and data architecture and the abstractions used in the sys-
tem design. The spatial structure is, perhaps, less significant because of the intangi-
bility of software but may be reflected in some systems where the physical position-
ing of hardware is significant or in the layout and organisation of the system’s user
interface.

Ethnomethodological studies of work are often interested in the temporal and se-
quential structure of processes in the technical system (structured as a series of defi-
nite steps — ‘workflow without’, cf. [2]) and how well these processes mesh with the
ways in which the social practices are structured temporally and sequentially from
within. Commonly, the temporal structures of the technical system are much more
rigid than the fluid, reactive structures of the social system and this leads to a mis-
match where users are frustrated by the restrictions imposed by the technical system.

To understand the fit between the temporal structures of the social and technical
systems, the ethnographer has to ask questions such as:

3 Dourish states that questions of ontological or conceptual structure “...address(es)
the question of how we can individuate the world, or distinguish between one en-
tity and another; how we can understand the relationships between different enti-
ties or classes of entity; and so forth.” ([8], p.129)



¢ Does the technical system assume that actions are carried out in a particular
sequence and does it attempt to enforce this sequence? Do users have any
control over the assumptions made and can they modify the temporal as-
sumptions embedded in the technical system?

¢ Can sequences of actions in the technical system be interrupted and resumed
without extensive rework? Can privacy be maintained during an interrup-
tion? Are there reminder mechanisms to show users where they are in a se-
quence of actions? Can previous sequences be consulted to illustrate what to
do next?

¢ How are exceptions handled? Are there mechanisms for managing excep-
tions built into a sequence or must the user leave that sequence to handle the
problem? Is it clear how and where to resume a sequence after an exception?
Can actions be ‘undone’?

When considering the relationship between social practice and the technical sys-

tem the conceptual structure is particularly significant for three reasons:

¢ The conceptual structure of the technical system may not accurately match
the practical epistemology of participants — the structure of objects, entities
in action as currently configured and understood by participants in the work-
place? 4

¢ The conceptual structure of a technical system may constrain or facilitate
possibilities for realising processes in a flexible manner?

¢ The degree of understanding that the personnel in the social system have of
the conceptual structure of technical systems, as a faulty or incomplete un-
derstanding may cause problems with their use of the system.

Usually, the users’ access to the conceptual structure of systems is through their

interaction (individual and collaborative) with the system. Their experiences are of

4

w

We want to suggest that ethnographic results should not be seen as producing an
ontology but what we will prefer to call a practical epistemology. This refers to the
kinds of knowledge and usage that stand invisibly (until revealed by ethnographic
work) behind the world of representation, object, function and process. Referring to
it this way avoids some of the confusions that Dourish ([8]) mentions in pointing to
the way the term, ‘ontology’, is used both to describe, the ‘internal representational
structure of a software system’ and ‘the elements of a user’s conceptual model; the
model of either of the user’s own work or their model of system operation’ (ibid:
p130).

For example, the demands for integrating previously non-integrated processes,
during computerisation, by producing a coherent, all encompassing conceptual
model may then place restrictions on the variety of ways in which individual proc-
esses may be realised for different local user groups.



some of the temporal and sequential manifestations of the conceptual model as
workflow, and of the spatial (or quasi spatial) manifestation of aspects of the concep-
tual structure in the menu and icon arrangements on the graphical user interface
(GUI). Needless to say, these manifestations provide a partial, abstracted and some-
times misleading view of the conceptual structure of the system. The extent to which
users should be made aware of the conceptual structure of a technical system is a
moot point. However, as Whalen and Vinkhuzen ([34]) note in their study of a pho-
tocopier help desk, where the conceptual structure of an expert problem diagnosis
system was concealed from the users:

...users, despite [the company’s] intentions, are regularly and necessarily
engaged in various kinds of analyses but are denied full access to knowledge
that would make such analysis more effective, accurate and reliable. (p.16)

4.1 Rules, plans and procedures

We defined the social structure of work in the previous section as a reflection of both
how work is perceived by an organisation and how that work is actually carried out
by people. The organisational view is normally defined in sets of rules, plans and
procedures. Rules define conditions that must be maintained (e.g. credits and debits
must balance), plans (or processes) define workflows (e.g. what steps are followed to
close an account) and procedures define the particular ways in which activities are
carried out (e.g. how to validate a customer’s identity).

Practical experience, as well as a wide range of ethnographic studies, tells us that
the way in which work is actually done and the way in which it is set out in the rules,
plans and procedures is often markedly different. Different people interpret the or-
ganisational rules, plans and procedures in different ways depending on their compe-
tence, knowledge, status, experience and the contingencies of each particular situa-
tion. Drawing on Suchman ([31]), Schmidt ([27]) and Wittgenstein ([35]) we can
understand the relationship between rules, plans, procedures and social action as one
where:

¢ Social action and practices do not follow rules, plans and procedures to the

letter as these can never exhaustively specify how they should be put into
practice for these circumstances in this given situation.

¢ Social action and practices have a variable relationship with rules, plans and

procedures which sometimes have a strongly constraining influence on what
actions may be taken in practice, other times they offer great flexibility — it
depends on the rules and the social practices surrounding their use.

*  Social action and practices, on the one hand, and rules, plans and procedures,

on the other, are mutually constitutive and elaborative: social agreement that
a set of actions and practices falls within the specifics of a rule in any given



case elaborates, in an on-going and incremental sense, shared understandings
of just what a rule covers; and also (re)constitutes the ‘set’ of activities that
are agreed upon as rule following.

Given this understanding we can look at the relationships between the social and
technical systems and rules, plans and procedures. Firstly, it is important to draw
distinctions in these relationships. The participants in a setting (the social system)
interact with technical systems and the rules, plans and procedures of the organisa-
tion in similar ways — and they, in turn, shape the work of the personnel. Technical
systems and rules, plans and procedures tend to be related. Organisational rules,
plans and procedures, as formally specified, often become (or are the key resource
for designing) the procedures instantiated in technical system. Conversely when a
technical design project is used to produce an integration of procedures or manage
organisational change, the production of a technical system may lead to a re-
description of organisational rules, plans and procedures.

Therefore, to re-iterate, rules, plans and procedures are often manifested in tech-
nical systems in terms of permissions and rules, workflows and access rights. It is the
personnel engaged in their activities and interacting with the systems who make this
work in practice. Furthermore, (from an ethnomethodological perspective) the social
system is not amenable to the same formal, extrinsic description as technical systems
and rules, plans, and procedures. Technical systems, and rules, plans and procedures
structurally have a static quality unless they are being re-designed. However, as
discussed above, the people working with these artifacts are necessarily engaged in
interpretive work, a process of deciding what they should be doing now given the
rule, or the system output. And consequently this leads to an understanding of what
constitutes the process, the rule, the work; and what is allowable within the rules, and
what actions stand outside them.

A key design consideration that flows from this analysis is that of the desired
flexibility that is built into rules, plans and procedures and technical systems. The
main point to note is that when rules, plans, and procedures are instantiated strictly,
to the letter, in technical systems they may allow less flexibility than when they were
only documented on paper. Taken out of the contexts in which they were followed,
or adhered to, their structure may suggest a rigidity, a specific set of interpretations, a
finite set of actions, that was not borne out, as such, in practice. If the technical in-
stantiation of rules and procedures is based on the documentation alone rather than
its elaboration in practice this can lead to inflexible systems that can cause serious
usability problems

In some cases, often safety critical situations such as power plant operation, there
may be a good case for making procedures particularly strict, constraining the space
for interpretation, for options, for different possibilities for achieving the same goal.
In these situations, embedding the rules and procedures strictly in technical systems
may well be desired. However, in many other settings, the system may end up incor-



porating an unforgiving rationalisation of work that interferes with work practice.
Bowers’ and colleagues’ ([2]) study of the introduction of workflow technology in
the print industry is a prime example of this. The workflow technology presumed
that print jobs would be owned by a user, begun and then followed through to com-
pletion, with the technology providing an accurate audit trail of this process. It was
only the introduction of the technology that revealed that smooth workflow of this
type was just one of the crucial processes that workers oriented to. They also ori-
ented to maximising the use of machines, dealing with breakdowns, prioritising jobs
and so forth. This meant that in reality print jobs were stopped, re-ordered, re-
allocated and so on. The workflow software was so unforgiving in allowing this
other work that personnel ended up retrospectively creating a smooth workflow
record of all the print jobs at the end of the day instead of in real-time.

For the reasons discussed above, it is crucial to consider how rules, plans and
procedures are elaborated in practice when using them as a resource for design.
Whether the desire is to maintain or alter their flexibility, understanding their current
use provides a better resource for making these decisions and working out what the
possible consequences might be. It should be noted that the same argument applies to
why it is important to study technical systems in use when considering re-design,
rather than just considering the technical system in isolation.

5 Social structure and system dependability

How do we now approach the dependable design of socio-technical systems given
this understanding of ‘social structure’ in socio-technical systems? The key issue
here is to understand the way in which the structure of technical systems and the
structure of rules, plans and procedures, fit with that of the social system. The rela-
tionship cannot be adequately described in formal structural terms, i.e. it is not possi-
ble to produce an accurate model of a socio-technical system because social practices
are structured from within while technical systems are structured from without (they
have a structure that can be specified separately to the technology they are imple-
mented in).

Technical systems can be, and are, modelled, social practices are emergent, dy-
namic and are always responsive to the contingencies of this situation, this time.
Models of social practices abstract, gloss and rationalise these features of them, giv-
ing them a rigid, formulaic structure not found ‘in the wild’. Therefore, while models
of social practices can be made commensurate with those of technical systems, i.e.
by encapsulating a user model in the structure of the GUI, caution needs to be ap-
plied when considering how usable the system will be (how well it will fit in with
social practices). The abstractions, glosses and rationalisations of practice used to
construct the idealised user model may have problematic consequences when im-



plemented in a real, dynamic and contingent situation. Social practices will have to
adapt in a way that enables users to carry out what they need to do, in each case, in
response to the idealised user model encapsulated in the system. The idealised user
model will not match what they already do, and it may well clash quite badly with
certain crucial aspects of everyday practice.

Technical systems, however, need to be built using user models and models of
work. Does this necessarily set up a serious problem? Fortunately the answer to this
is no, for two reasons. Firstly, humans and the social systems they form are necessar-
ily adaptive. They respond to the contingencies of this situation, this time, and they
can also adapt their practices over time to work successfully with a computer system
that initially fitted badly with their work practices. Secondly, user models can be
created through observation ‘in the wild’ rather than theoretically conceptualised. A
user model or model of work based on a faulty or incomplete understanding or work,
or created through imagining what users do, rather than discovering what they do
runs serious risks of misunderstanding the users or misrepresenting their work.

A key feature of system dependability concerns efficient and effective socio-
technical system operation such that personnel will be able to achieve work with
technical systems successfully. This includes the extent to which technical systems
will not have to be worked around, and will not inhibit important social practices, or
getting the job done. Achieving dependability also includes an assessment of how
reliable, safe, secure, resistant to failure these processes and practices are. A design
process therefore involves an assessment of current working, and is often character-
ised by a desire to transform things to make them better or more dependable. The
desired design is envisaged to ‘preserve’ certain adaptive, or desirable, patterns of
work, while transforming inefficient, maladaptive or inconsequential practices for
organisational gains. Better decision making in this process should be facilitated by a
detailed understanding of current process and practice.

Sommerville et al. ([29]) point out that dependable design involves successfully
sorting out how the following four non-trivial ‘problems’ relate to sets of require-
ments©:

[1] What characteristics of the existing manual system are unimportant and need

not be supported in an automated system?

[2] What are important manual activities which need not be supported in an

automated system because the activities are a consequence of the fact that no
automated support is available?

6 A fifth problem might be added to Sommerville’s list, namely: ‘What activities not
present in the manual system become necessary following the introduction of the
automated system? How can these be integrated with residual manual activities and
how might they need to be supported through training?’



[3] What characteristics of the manual system must be replicated without change
in an automated system?

[4] What activities from the manual system may be supported in a way which is
different from that used in the manual system?

Reviewing this list (with the proposed fifth question added) we can make the fol-
lowing comments. Firstly, the questions can be seen to apply equally to cases where
one technical system is being replaced by another (rather than a manual system by a
technical). Secondly, these are perennial questions for designers and developers, and
can be characterised as being to do with deciding what current work activities need
to be preserved, what can be transformed and in what way. Thirdly, issues of ‘fit’
between the new system and current practice are central to considering these ques-
tions. For example, if a new system does not fit well with the current social structure
of work, the question then is posed as to whether this matters, and if it does, how will
this be solved. Will the technical system need to be reconfigured, or will users need
so forth. Finally, it is important to acknowledge that other matters also impinge on
this problem solving or decision making activity. Building a new system to be more
reliable, efficient, to transform work is likely to produce requirements that go against
the new system fitting well with existing patterns of work. The question then be-
comes one of trying to ensure these benefits can be achieved as envisaged, since if
the new system proves problematic to work with, many sorts of unforeseen conse-
quences may well follow.

These sets of questions are clearly tricky, as it is not possible to know accurately
in advance just what effects a new system will have on existing work practices.
However, it is clear that the type of material produced by ethnomethodological eth-
nographies can serve as a useful resource to aid designers and analysts in trying to
sort through these problems.

In a study we have been conducting of the design process to configure and deploy
but still found that customisable-off-the-shelf systems are also called COTS systems)
system for a UK hospital Trust ([22]; [23]), we have been struck by how often prob-
lematic areas in the design are identified as situations where there is a perceived bad
fit between the developing system and the current structure of work. We discovered
that the project team in this complex setting (1) had problems finding out exactly
how work was carried out; (2) perceived problems where the system did not fit with
the rhythms and routines of current work practice; but (3) had difficulties working
out how serious these problems would be (especially in cases where they realised
that since no easy technical solution could be found the issue would have to be dealt
with by training); (4) needed to treat perceived problems as more serious when a
negative clinical impact was suggested; and (5) needed to treat other requirements,
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like various integration demands, as more important than achieving a good fit with
current work structures.

In this case, given that a key question in the analyst’s discussions of potential
problems of fit was always about gaining an accurate, independent description of the
actual working practices, this suggests that ethnographies could be successfully far-
geted to explicate the practices in question. Often discussions centred around ques-
tions like ‘Are tasks in A & E often interrupted, what does this mean for logging off
and security?’ or ‘When the users tell us that the system means more work or that
they cannot do a current activity, will it really mean more work, or just a couple
more button presses, and is the activity actually crucial to their work?’. While eth-
nography would not tell you how to design the system it can answer questions like
those above, and in doing so become a useful resource when making design deci-
sions during build and configuration.

All of this leads to an understanding of how dependable design may pragmati-
cally proceed. Attention must be to the detail of the actual operation of socio-
technical systems; the details of how the social setting is organised, uncovered by
studying the work and activity going on in that actual setting. Understanding the
work better should help minimise chance being involved in constructing models of
users and their work. We have argued that ethnomethodological studies are particu-
larly well suited to be used as a resource in designing systems (particularly their
models of users and their work) that fit better with current practices.

When considering how well a system under construction (or as an evaluation, a
computer system in use) fits with a social system of work we can decompose struc-
ture as having three elements: (1) temporal and sequential structure, (2) spatial struc-
ture, and (3) conceptual structure. We can then perform matching exercises by look-
ing at how current work practices relate to system models of work. How well does
the temporal and sequential structure of a technical systems fit with that of the social
system? Does it facilitate work, or does it have to be worked around? If there are
failures, where do they lie, do we need to adjust the technical process or seek to re-
train users to achieve better practice? These are the questions designers need to sort
out.

With conceptual structure, we are interested in the restrictions or flexibility the
technical system places on how workflow may be realised for particular groups of
users. Does the conceptual structure mean processes must be realised in a particular
restrictive manner? Generally, we would argue that attention needs to be paid to try
and support local practice as it is and even when systems are meant to be transforma-
tive of local practice, flexibility is often required as the processes and practices need
to be evolved together during a period of domestication.

We have also discussed how another topic of study can be to find out what users’
understandings of the conceptual models of technical systems are, and then to con-
sider whether these understandings are useful in achieving dependable operation. Do



they/would they lead to errors? If so, attention needs to be paid to changing the con-
ceptual models of the technical systems, or, so to speak, of the users. When dealing
with the users one might want to consider how a different temporal and sequential
structure to process, or a different spatial arrangement to a GUI might help them to
understand the conceptual structure if not in a more truly accurate fashion, in a func-
tionally dependable one.

Finally, ethnomethodological studies have a particular interest in the spatial
structure (the ecology) of the workplace and how the arrangement facilitates or con-
strains work achievement. As control room studies have shown us, system depend-
ability can be facilitated by the particular arrangement of people and technologies in
a setting. That certain technologies are public and shared, that staff can oversee and
overhear one another and so on has been shown as crucial for dependability. Doubt-
less some of the practices we see have developed in response to arrangements that
were not deliberately designed for those settings. However, it is important and useful
to understand these relationships when thinking about re-design or design for new
settings.

6 Conclusion

Approaching the issue of dependable design in organisationally embedded socio-
technical systems from the perspective of the social structure of work enables a new
way of thinking about the relationships and interactions between social systems and
technical systems. Although we have argued that the structures of these systems
cannot accurately be united in a single form in a model (or series of models) we
believe that a structural approach allows us to make deeper, more fundamental, con-
nections between them and may aid in mediating between the rich descriptions of
field studies and the abstract modelling of technical design.

This can be achieved in actual projects through a practical (rather than theoreti-
cal) consideration of fit between the structure of the social systems and that of the
technical systems. This can proceed in a number of ways as outlined above. Under-
standing the social systems of work in the first place, prior to design, is a good place
to start. This should facilitate the design of more appropriate workflows, conceptual
models of users and so on. However, all design is transformative — social practices
will necessarily change in some ways - and the consequences cannot all be correctly
imagined in advance. Therefore design is likely to proceed from there adjusting the
technical structure and adapting the work practices through a period of evolution
until the desired level of dependability is achieved. Ethnomethodological studies can
be a surprisingly useful resource to better enable decisions regarding the ‘design’ of
work and the design of technology during this process.
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